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“Instruction tables will have to be made up by mathematicians
with computing experience and perhaps a certain puzzle-solving ability.

There need be no real danger of it ever becoming a drudge,
for any processes that are quite mechanical may be turned over
to the machine itself.”

- A. M. Turing, “Proposed Electronic Calculator”, 1946
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quickSort:

.LFB2:
.cfi_startproc
endbro4
pushg  %rbp
.cfi_def _cfa_offset 16
.cfi_offset 6, -16
movq %rsp, Srbp
.cfi_def_cfa_register 6
subq $32, %rsp
mov(q %srdi, —24(%rbp)

mov 1 %esi, —28(%rbp)
mov 1 %edx, —-32(%rbp)
mov 1 -28(%rbp), %eax
cmpl —-32(%rbp), %eax
jge .L9
mov 1 -32(%rbp), %edx
mov 1 -28(%rbp), %ecx
movq —24(%rbp), Srax
mov 1 %ecx, %esi
movq %Srax, Srdi
call partition
mov 1 %eax, —4(%rbp)
mov 1 -4(%rbp), %eax
leal -1(%rax), %edx
mov 1 -28(%rbp), %ecx
movq —-24(%rbp), %rax
mov 1 %eCX, %esi
mov(q %Srax, S%rdi
call quickSort
mov 1 -4(%rbp), %eax
leal 1(%rax), %ecx
mov 1 -32(%rbp), %edx
movq —24(%rbp), Srax
mov 1 %ecx, %esi
movq %Srax, Srdi
call quickSort

.L9:
nop
leave
.cfi_def _cfa 7, 8
ret
.cfi_endproc
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void swap(int *xa, int *b) {
int t = xa;
*a *b;
*b t;

}

int partition(int array[], int low, int high) {
int pivot = arraylhighl;
int i = (low - 1);
for (int j = low; j < high; j++) {
if (arrayl[j] <= pivot) {
i++;
swap(&array[i], &arrayljl);
}
¥
swap(&array[i + 1], &arraylhigh]);
return (i + 1);

¥

void quickSort(int array[], int low, int high) {
if (low < high) {
int pi = partition(array, low, high);
quickSort(array, low, pi - 1);
quickSort(array, pi + 1, high);
¥
¥
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let rec quicksort = function

| [1 —> T[]

| x 11 xs —>
let smaller, larger = List.partition (fun y —> y < x) xs in
quicksort smaller @ (x :: quicksort larger)

R ST
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g —— let rec quicksort = function
. | [1 —> [
A[l 1] | X 11 xXs —>
let smaller, larger = List.partition (fun y —> y < x) xs in
e e

quicksort smaller @ (x :: quicksort larger)
B ey mameaa

VA,i Ali] <




hashOut.data = hashes + SSL_MD5_DIGEST_LEN;

O L A= = 1 hashOut.length = SSL_SHA1_DIGEST_LEN;
¢ A|-I:I£II-I_ | L‘l- A|:'I = OI_H'_’l-, II__I'—_ 7H|:éI-I|-OEIX|E|-E 1f ((err = SSLFreeBuffer(&hashCtx)) !'= 0)
goto fail;
1f ((err = ReadyHash(&SSLHashSHAl, &hashCtx)) != 0)
] . goto fail;
* #developers << #programming tasks (feature reqs, bug fixes) | f «err ; ssiiashstiat.update(shashcex, &clientRandom) i 0)
1f ((err = SSLHashSHAl.update(&hashCtx, &serverRandom)) != 0)
goto fail;
" I 1f ((Cerr = SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)
 E.g., Linux kernel's open bug reports goto fail;

goto fail; /* MISTAKE! THIS LINE SHOULD NOT BE HERE */
1f ((err = SSLHashSHAl.final(&hashCtx, &hashOut)) !'= 0)
goto fail;

err = sslRawVerify(..);

fail:

return err;

L

goto fail;
goto fail;

loolltolololololololol
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goto fail, 2014
MacOS /i0S
CVE-2014-1266



https://bugzilla.kernel.org/buglist.cgi?bug_status=NEW&bug_status=ASSIGNED&bug_status=REOPENED&limit=0&order=bug_status,priority,assigned_to,bug_id&query_format=advanced

Synthesis Compilation

Search for a program that
satisfies the user intent

Simple transformation
& from src programs
to target programs
using a fixed set of rules

Translate higher-level user intent
to machine-executable code

10



Synthesis Machine Learning

Produce Turing-complete programs
that are correct w.r.t. the spec

/ Produce non-Turing-complete programs
that are not necessarily
correct w.r.t. the spec

Interpretable + verifiable

Hardly interpretable

Find functions that are consistent
with a given set of data

11
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Ned kanning
Margo Hendrix
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Dianne Pugh

5 Earlene McCarty

6 |Jon Voigt

7 Mia Arnold

8 Jorge Fellows

9 Rose Winters

10 Carmela Hahn

11 Denis Horning

12 Johnathan Swope
13 Delia Cochran

14 Marguerite Cervantes
15 Liliana English

16 Wendy Stephenson

_First
“Ned|

Margo|

Connections

Excel sees §
patterns

and
shows a
preview

Automating String Processing in Spreadsheets using Input-Output Examples, POPL 11
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 SQL query synthesis

Journal

. . Writes
P hd nteger FF* aid Integer
Al T o ege
N . .
homepage VARCHAR (200) N /%F’ Itmt? {?AE%GQAR 200 &= {entity} PK (aid, pid)
i} . . itle
e nniyIRSid) abstract  VARCHAR (2000) Vi
year Integer
Conference /\é/F . o Integer T
F * jid Int
P * cid Integer X/ : L _ _ eget | Author
name VARCHAR (200) |\ &= {entity} PK (pid) P * aid Integer
fullName VARCHAR (1000) name VARCHAR (200)
homepage VARCHAR (200) homepage = VARCHAR (200)
@ {entity} PK (cid) & {entity} PK (aid)

“Find the number of papers in OOPSLA 2020”

SELECT count(Publication.pid)
FROM Publication JOIN Conference ON Publication.cid = Conference.cid

WHERE Conference.name = "0OPSLA"™ AND Publication.year = 2010

SQLizer: Query Synthesis from Natural Language, OOPSLA’17
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 Montgomery multiplication kernel from the OpenSSL RSA library

1 # gcc -03

2

3 .LO0:

4 movq rsi, r9

5 movl ecx, ecx
6 shrq 32, rsi

7 andl Oxffffffff, rod
8 movqg rcx, rax
9 movl edx, edx
10 imulq r9, rax
11 imulg rdx, r9
12 imulq rsi, rdx
13 imulg rsi, rcx

14 addg rdx, rax

15 Jae .L2

16 movabsqg 0x100000000, rdx
17 addq rdx, rcx

18 .L2:
19 movq rax, rsi
20 movqg rax, rdx

21 shrq 32, rsi
22 salqg 32, rdx
23 addg rsi, rcx
24 addg r9, rdx
25 adeq 0, rcx
26 addgq r8, rdx
277 adeq 0, rcx
28 addg rdi, rdx
29 adecqg 0, rcx
30 movq rcx, r8
31 movq rdx, rdi

14

# STOKE

1
2
3 .LO0:

4 shlqg 32, rcx
5 movl edx, edx
6 xorq rdx, rcx
I movqg rcx, rax
8 mulg rsi

9 addg r8, rdi
10 adecqg 0, rdx
11 addg rdi, rax
12 adecqg 0, rdx
13 movqg rdx, r8
14 movqg rax, rdi

Stochastic Super Optimization, ASPLOS’13



* Binary lifting

#include <Halide.h>
#include <vector>
using namespace std;
using namespace Halide;

int main () {
Var x 0;
Var x_l;
ImageParam input 1(UInt(8),2);
Func output 1;
output 1(x 0,x 1) =
cast<uint8 t>(((((2+
(2¥cast<uint32 t>(input 1(x 0+1,x 1+1))) #
cast<uint32 t>(input 1(x 0, x 1+1)) #*
cast<uint32 t>(input 1(x 0+2,x 1+1)))
>> cast<uint32 t>(2))) & 255));
vector<Argument> args;
args.push back (input 1);
output 1l.compile to file("halide out 0",args);
return 0;

Helium: Lifting High-Performance Stencil Kernels from Stripped x86 Binaries to Halide DSL Code, PLDI’15
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S—ax|S+S
depth < 1 L N(1)=1
_|_
depth < 2 7 / N\ N(2) = 2
X xr
+ + +
N /N /N /N
h_ / \ + X X + + + N3=5
depth =3 - z I /T \ /\ /\ [\ )
X xr X xr xT xT X xr

N(d) =1 + N(d - 1)2

*Examples from Nadia Polikarpova’s slides
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® O
*Examples from Nadia Polikarpova’s slides
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, read_file() {

M O 2: SHIS BY

) A|RHS7] X > int check_buffer_overflow() { Untitled-2 ®

o

int check_buffer_overflow() {

19
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Million Lines of Code
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Size of Linux Kernel

28MLOC

10KLOC

0.01 1.000 1.1.0 1.2.0 1.3.0 2.0.0 2.1.0 2.2.0 2.3.0 240 250 2.6.0 3.0 4.0 5.0

Kernel Version

Avg APK Size (MBs)
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Avg. Size of Android Apps
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Jan, 2013

Jan, 2014

Jan, 2015

Jan, 2016

Jan, 2017



AT EQ0| 7HE (Software Bloat)

Performance Maintainability Security

® Examr\lr\- anr~tivibhvr vinilmAarahilitvr 1in C2NIL T +Ar

How can we reverse this trend?

23



General-purpose tar
- QOut-of-the-box Linux
- 97 cmd line options
- 45,778 LOC

- 13,227 statements

- CVE-2016-6321

24

Customized tar

- BusyBox Utility Package®
- 8 cmd line options

- 3,287 LOC

- 403 statements

- No known CVEs

*https://busybox.net



General-purpose tar
- QOut-of-the-box Linux
- 97 cmd line options
- 45,778 LOC

- 13,227 statements

- CVE-2016-6321

+

High-level
Spec

25

Customized tar
- BusyBox Utility Package®

- 8 cmd line options

1,646
- 3284 LOC

518
- 403 statements

- No known CVEs



Chisel: A Program Debloating System*

« CHA 71K S
 minimality: trim code as aggressively as possible
» efficiency: scale to large programs
* robustness: avoid introducing new vulnerabilities

 naturalness: produce maintainable code

* generality: handle a variety of programs and specs

*https://chisel.cis.upenn.edu

20



Example: tar-1.14

void read_and(void *(do_something) (void)) A
enum read_header status;

int absolute_names; while (...) {
int ignore_zeros_option; status = read_header();
struct tar_stat_info stat_info; switch (status) {
case HEADER_SUCCESS: (xdo_something)(); continue;
char xsafer_name_suffix (char xfile_name, int link_target) { case HEADER_ZERO BLOCK:
int prefix_len; if (ignore_zeros_option) continue;
char xp; else break;
if (absolute_names) { default: break;
p = file_name; }
} else { ¥
/* CVE-2016-6321 x/ -
/* Incorrect sanitization if “file_name” contains ".." x/ }
} /* Supports all options: -x, -t, -P, -i, ... x/
e int main(int argc, char sxxargv) {
return p; int optchar;
} while (optchar = getopt_long(argc, argv) != -1) {
switch(optchar) {
void extract_archive() A case 'x': read_and(&extract_archive); break;
char xfile_name = safer_name_suffix(stat_info.file_name, 0); case 't': read_and(&list_archive); break;
/* Overwrite “file_name” 1if exists x/ case 'P': absolute_names = 1; break;
case 'i': 1ignore_zeros_option = 1; break;
} e
I3
void list_archive() { ... } }

27



Example: tar-1.14

Global variable declarations removed

void read_and(void *(do_something) (void)) {
enum read_header status;

while (...) {
status = read_header();
struct tar_stat_info stat_info; switch (status) {

case HEADER_SUCCESS: (xdo_something)(); continue;

char *xsafer_name_suffix (char xfile_name, int link_target) { E

default: break;
p = file_name; }
! Unnecessary functionalities removed

. . int main(int argc, char sxargv) {
Code containing removed int optchar;

while (optchar = getopt_long(argc, argv) !'= -1) {
switch(optchar) {
void extract_archive() { case 'x': read_and(&extract_archive); break;

char xfile _name = safer_name_suffix(stat_info.file _name, 0); case 't': read_and(&list_archive); break;

return p;

}

}

void list_archive() { ... } }

¥ Unsupported options removed

Overwriting functionalities removed

28



System Architecture

Reduction

Checker w.r.t.
Program Spec

Trimmer Learner

Augmentation

).

Reduced
Program

Validation

Static
Analysis

Y

Dynamic
Analysis

Failure
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2. How to effectively reduce programs?

Checker w.r.t.
Spec

Program

1),

Reduced
Program

Trimmer

Key Questions

3. How to validate robustness?

Static
Analysis

Dynamic
Analysis

1. How to provide high-level specification?

30

i Validation

¥Success
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Correct
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Program



High-level Specification

#!/bin/bash

function compile {
clang -0 tar.debloat tar-1.14.c

return $7?

¥

# tests for the desired functionalities

function desired {

# 1. archiving multiple files
touch foo bar

./tar.debloat cf foo.tar foo bar

rm foo bar
./tar.debloat xf foo.tar
test —f foo —a —f bar || exit 1

# 2. extracting from stdin

touch foo

./tar.debloat cf foo.tar foo
rm foo

cat foo.tar | ./tar.debloat x

test -f foo || exit 1
# other tests

return 0

# tests for the undesired functionalities

function undesired {
for test _script in 1ls other_tests/*.sh’

do
{ sh -x -e $test_script; } >& log
grep 'Segmentation fault' log && exit 1

done

return @
}
compile || exit 1
desired || exit 1
undesired || exit 1

31




High-level Specification

i

tfunction compile {
i clang -o tar.debloat tar-1.14.c

return $7?

desired {

touch foo bar
./tar.debloat cf foo.tar foo bar
rm foo bar
./tar.debloat xf foo.tar
-f foo —a -f bar || 1

touch foo
./tar.debloat cf foo.tar foo
rm foo
foo.tar | ./tar.debloat x
-t foo || 1

1. The program is compilable.

undesired {
test_script

{ sh -x -e $test_script; } >& log
grep 'Segmentation fault' log &&

0
}
compile || 1
desired || 1
undesired || 1

"1ls other_tests/x.sh’

1

32




High-level Specification

2. The program produces the same results

. compilg t{> . - with the desired functionalities.
ctang -o tar.debtoat tar—l.ld.c (e.g., using regression test suites)

$7?
} _ _
é# tests for the desired functionalities ,ﬁ
i function desired { } undesired A{
| # 1. archiving multiple files i test_script "1s other_tests/*.sh’
touch foo bar i
./tar.debloat cf foo.tar foo bar ! { sh —-x -e $test_script; } >& log
¢ rm foo bar ; grep 'Segmentation fault' log && 1
i ./tar.debloat xf foo.tar ;
? test -f foo —a -f bar || exit 1 0
! # 2. extracting from stdin :
i touch foo § (compile || 1
i ./tar.debloat cf foo.tar foo § |desired || 1
i rm foo § (undesired || 1
cat foo.tar | ./tar.debloat x }
test —f foo || exit 1 }
§ # other tests :
| return o :

33



High-level Specification

3. The program does not crash

with the undesired functionalities.
(e.g., using Clang sanitizers)

ffunction undesired {

des1rec g
for test_script in " 1ls other_tests/*x.sh |
touch foo bar do “
./tar.debloat cf foo.tar foo bar { sh —-x -e $test_script; } >& log 1
rm foo bar grep 'Segmentation fault' log && exit 13
./tar.debloat xf foo.tar done t
-f foo —a -f bar || 1 it return 0
&
touch foo compile || exit 1
./tar.debloat cf foo.tar foo desired || exit 1
rm foo undesired || exit 1
foo.tar | ./tar.debloat x
- foo || 1
0
}

34



Key Questions

2. How to effectively reduce programs?

Validation

Checker w.r.t.

Program Spec

o Static
N Analysis ]
B Success | B
= — =
Program Reduced
Program

Dynamic

Learner .
Analysis

Trimmer

S i Failure
Augmentation
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Program Debloating by Delta Debugging®

Oracle O takes a program and returns PASS or FAIL

Given a program P, find a 1-minimal P* such that O(P*) = PASS

1-minimal: removing any single element of P* does not pass O

Time complexity: O(|P|2)

A

Pi

N

2

U -
Oracle

A

(test script)

Candidate for Pi.1

36

*Zeller and Hildebrandt, simplifying and isolating failure-inducing input, TSE, 2002



Example

* Property of interest: termination with return code zero

Original Minimal version

int f1() { return 0; } int f1() { return 0; }

int f2() { return 1; }

int f3() { return 1; }

int f4() { return 1; }

int f5() { return 1; }

int f6() { return 1; }

int f7() { return 1; }

int main() { return f1(); } int main() { return f1(); }

37



Example (Cont’d)

© 0O NO O A WODN =

- =k -
N = O

- —d
W

- =
o O

(
fl f2 f3 f4 f5 f6 7 main
Tl 2 T3 T4 5 o f7 main
fl f2 f3 f4 f5 f6 f7 main
fl 2 f3 T4 f5 f6 7 main
fl f2 f3 T4 f5 f6 7 main
fl f2 f3 T4 f5 f6 7 main
fl f2 f3 T4 f5 f6 f7 main
fl f2 f3 T4 f5 f6 f7 main
fl f2 f3 f4 f5 f6 f7 main
fl f2 f3 f4 f5 f6 7 main
fl f2 f3 f4 f5 f6 f7 main
fl f2 f3 f4 f5 6 f7 main
Tl f2 f3 T4 5 o 7 main
fl 2 3 T4 5 6 7 main
Tl T2 3 T4 5 fo 7 main
Tl T2 3 T4 5 o 7 main
Tl T2 3 T4 5 6 7 main

38

NN X X X x X \ \ X X X X X x x

*All duplications are omitted
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Oracle O takes a program and returns PASS or FAIL

Given a program P, find a 1-minimal P* such that O(P*) = PASS

1-minimal: removing any single element of P* does not pass O

Time complexity: O(|P|2)

Blind search

through a large space

N

O\
A

? Nontrivial cost
(e.g., compile, testing)
Oracle
(test script)

Candidate for Pi.1

39

*Zeller and Hildebrandt, simplifying and isolating failure-inducing input, TSE, 2002



Learning-guided Delta Debugging

* Learn a policy for DD using reinforcement learning (RL)
* Guide the search based on the prediction of the learned policy

o Still guarantee 1-minimality and O(|P]2) time complexity

Oracle
(test script)

A

Most Likely
Candidate for Pi.1

40



Effectiveness

— Guided — Unguided
6000

mkdir-5.2.1

4500

Size (LOC)
&)
=)
=)
S

1500

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
# Trials

41



Example

/* mkdir-5.2.1 %/
int xstrtol(char *s, char sxptr, int strtol_base, strtol_t *val,
char *valid suffixes) {

1: err = 0;

2: assert(@ <= strtol base && strtol base <= 36);
3: p = ptr ? ptr : &t_ptr;

4: q = S;

5: while(ISSPACE (xq)) ++q;

6: if (kq == ‘=‘) return LONGINT_INVALID;
/: errno = 0;

8: tmp = strtol(s, p, strtol _base);

9: if (xp == 5s) { .. }

10: if (!valid _suffixes) { .. }

11: if (xkp !'= ‘\0’) { .. }

12: xval = tmp;

13: turn err;
ety - removed code

“

42




Example

/* mkdir-5.2.1 %/
int xstrtol(char *s, char sxptr, int strtol_base, strtol_t *val,
char *valid suffixes) {

1: err = 0;

2: assert(@ <= strtol base && strtol base <= 36);
3: p = ptr ? ptr : &t_ptr;

4: q = S;

5: while(ISSPACE (xq)) ++q;

6: if (*kq == ‘=‘) return LONGINT_INVALID;
/: errno = 0;

8: tmp = strtol(s, p, strtol _base);

9: if (xp == 5s) { .. }
10: if (!valid _suffixes) { .. }
11: if (xkp !'= ‘\0’) { .. }
12: *xval = tmp;

13: return err;
) . : removed code

Minimal Desired Program:

2 4 | 5106 ]| 7 9 (10|11

43
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Unguided Delta-Debugging
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Unguided Delta-Debugging
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Guided Delta-Debugging
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Unguided Delta-Debugging
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Guided Delta-Debugging




16

65

10|11

Unguided Delta-Debugging
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Guided Delta-Debugging

P* should include

and
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Unguided Delta-Debugging
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Guided Delta-Debugging

10

11

12

13




o[ a]s]e] 7] o]10]11]]H]

Unguided Delta-Debugging Guided Delta-Debugging
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Unguided Delta-Debugging
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5 6 7 8 9 10 11 12

9 10 11 12

| 5

718 "9 1011 12 13 4




l2f:|4]|5]6

Unguided Delta-Debugging

1 (2] 42 )] 2]18]|9]|10|11|12|13| X

2 (1234|567 || pio] 2] X
2 a 5167 (8]19(10(11(12]13| X
1

3
165 6| 7| ool

654 5|6 7“9 10111 2| <] ¢/
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Guided Delta-Debugging

2

102120 718]|9
112

10

11(12]13| X

3| [ Z] ] 4|5

6

I I BSE RGN B R8N RON SO NN FE2) NS P 4

718 | ciiof i a]E X

71 |2l 2|5

6

718 "9 1011 12 13 4
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Unguided Delta-Debugging Guided Delta-Debugging

10 2ol o= 7|8|9]|10]11]|12|13| X 1002l 7|8]9]|10[11]12]13]| X
2112|3456 |7 o] | 2]k X 2 (1|23 al o] el 2] x
3| 2|« |5|6|7]|8]|9/10]11|12|13| X 3|
160 | 2| 5|67l o2y 71

2l el 25678 o] X

28 RSN N ISR IGE 2 B8 RO N0 N N2 NS

654567“91011t/ 304567“91011t/

5,169 trials (4,872 failures) 1,174 trials (901 failures)
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Key Questions

3. How to validate robustness?

Reduction . Validation

Checker w.r.t.
Program Spec

3 Static
? ¥ Analysis g J
_B : fsuccess [— N
> - z f > | ——
Program Reduced
Program

Dynamic
Analysis

Trimmer Learner

Augmentation
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Validation

 Check the robustness of the reduced program
* preventing newly introduced security holes

* Sound static buffer overflow analyzer (Sparrow)

e #alarms in tar: 1,290 — 19 (feasible for manual inspection)

« Random fuzzer (AFL)

* no crashing input found in 3 days for tar

50



Augmentation

 Augment the test script with crashing inputs by AFL
* Typically converges in up to 3 iterations in practice

 But, may be incomplete

/* grep-2.19 x/
void add _tok (token t) {
/* removed in the first trial and restored after augmentation x/
if (dfa—>talloc == dfa->tindex)
dfa—>tokens = (token %) realloc (/*x large size %x/);
x(dfa—>tokens + (dfa—->tindex++)) = t;

56



Experimental Setup

* 10 widely used UNIX utility programs (13—90 KLOC)

* each program has a known CVE

* remove unreachable code by static analysis upfront
e Specification:

e supporting the same cmd line options as BusyBox

e with the test suites by the original developers

S57



Size of Reduced Program

#Statement
Program Original Hand-written

bzip-1.05
chown-8.2
date-8.21

grep-2.19
gzip-1.2.4
mkdir-5.2.1

rm-8.4
sort-8.16 Reachable code by Chisel reduced Cr?ar:zi:‘zﬁﬁ:,o
tar-1.14 static analysis 89%

versions
unig-8.16
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Security Hardening

Remove 4 and 2 CVEs in undesired and desired functionalities.
4 CVEs are not easily fixable by reduction (e.g., race condition).

#ROP Gadgets #Alarms
Program CVE Original Reduced Original Reduced
bzip-1.05 S

X

chown-8.2
date-8.21
grep-2.19
gzip-1.2.4
mkdir-5.2.1
rm-8.4
sort-8.16
tar-1.14
unig-8.16

Reduced potential Make it feasible for

attack surface manual alarm inspection

iIx X R x x | | % <

_

| 6752 2285 (66%)§

Total

" _zw o)
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Hours

Reduction Time

Line-based reducer ran

out of time for 6 programs

B Chisel [CCS’18] Perses [[CSE’18] [ C-Reduce [PLDI’12]
19 T/O T/O T/O T/O T/O T/O
S
€
| I I
0

o) UV N &) ™ N ™ © ™ ©
Q/,\.Q §,<b be‘l/ Qﬂ;\ NS .é’ﬂ’ @fb {éb’.\ «,\’.\ &Cb’.\
‘O/D C\)(\O &5-\' ®® Q/DQ (&s‘é\ 60 0 \)Q\
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Hours

Reduction Time

Grammar-based reducer ran

out of time for 2 programs

B Chisel [CCS’18] . Perses [ICSE’18]

B C-Reduce [PLDI’12]

T/0




Reduction Time

7x and 4x faster than
C-Reduce and Perses

B Chisel [CCS’18] Perses [[CSE’18] [ C-Reduce [PLDI’12]
12
9
D
3 6
L
| I
o 9 N o b‘ N © > &
P S N L S S PO S
,\>Q O&Q (5\@ ,&QQ ’ \Q/ &&/ .&@ O{\' \(OS (\\Q
0 N ! S SV & = S
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Summary

 Program debloating: simplifying and hardening large & complex SW
* Chisel: automated software debloating system

* tractable search via learning-guided delta debugging

* security hardening by removing undesired features

* robustness via static & dynamic analyses
 Need a lot more research on efficiency and effectiveness

 E.g., advanced learning techniques, system-level debloating (inter-program)
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o AEX0 2|0f S= S FOT B ST AFS22E FHY

—Ni

Program

Program Space
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Of| x|

Specification

Find a function f(x, y) where f(3,1) =3 A f(1,2) =3

Grammar
S%x|y|S+S\S—S\ifBSS
B—-5§<S§5|5=S

006



M (Enumerative Search)

o Oi2{7X| BfA S0 2[X32t LS 0A A

o7



Of| x|

Specification

Find a function f(x, y) where f(3,1) =3 A f(1,2) =3
Grammar

S—x|y|S+S|S-S|ift BSS

B—-5§<§|§8=S

Enumeration

x Y
T+ Yy T - T <Y

T+r+y T+ x-Y

T+ T+ 2T+ vy
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o BE: O YEF WH0T 25| SR = Z20H dd 758

But which one is more likely

3 (overfitting)

e O: A-1,00=0 A f(0,—1)=0

to be a solution?

., ’ T-T . if(r=sy yzx
T+ X T-x T+ Y T<y
T+ zT+y T+xT-Y if (r<y)yx
T+ T+ T+ Y if(x<y) (y+ o) x
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T2 8 JIXo| EA|A &I

. E20%: e D o S7H5E TiEO| X S

| S

for (1 =0; i < 100; ?77)

. S/ DRI DY D2 X Mo| HE 2T

 E.g., n-gram, probabillistic context-free gramma (PCFQ), etc

Pr(?? — i++ | for (i = 0; i < 100; ?7))
Pr(?2?2 — i-— | for (i = 0; i < 100; ??))

/1

[l
S
S
=
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*Lee et al., Accelerating Search-Based Synthesis Using Learned Probabilistic Models, PLDI, 2018
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* Learn a probabilistic model of programs from a corpus of programs

 Human-written or auto-generated programs by other synthesizers

* A wide range of models is applicable

Pr(S— S+ S) =0.3
Pr(S— z| S+ S)=0.8

Program Corpus

Pr(S— y|xz+ S)=0.6

Learned Probabilistic Model

Probability of Programs
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Fora CFG (N, 2, R, S),
Given a context, provide the prob. of each production rule: Pr(rule | context)
* Context: sentential form € (NuU 2)*

Ultimately assign a probabillity to each program

Example:
CFG S—->x|1]|S+S

Probability of “x + 1”
S=>5+5—->x+5—->x+1

Pr(x + 1) =(Pr(S = S+ S | S)X[Pr(S = x+ S | S+ )| X(Pr(S —» x+ 1 | x + 5))

4



Example: PCFG

* Probabilistic Context Free Grammar (PCFG)

* One of the simplest form of probabilistic language model: ignore context

* Provide a probability to each production rule

A— 0 P
S — 0 0.1
S —1 0.2
S = x 0.3

S—S5S+S5 0.3
S—+S5-F5 0.1

lgs)



Guided Enumeration by Probabilistic Model

* Given a model, construct a directed graph

* Node: sentential forms

* Weight: negative log probability of a production rule
 Compute the shortest path

e starting from the start symbol to the program

 E.g., Dijkstra’s, A%, etc
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Experimental Setup

e 1167 tasks from 3 different domains

complement
~ 01010001110101110000000000001111
10101110001010001111111111110000

(I First Name Last Name Full Name bitwise and

01010001110101110000000000001111

. . & 00110001011011100011000101101110

2 thong Heo thong Heo 00010001010001100000000000001110
M - bitwise or

3 M|Chae| Jordan MIChaeI 01010001110101110000000000001111

. ; 5 | 00110001011011100011000101101110

4 Thlerry Henry Thlerry ' 01110001111111110011000101101111
bitwise xor

5 01010001110101110000000000001111

A 00110001011011100011000101101110

6 01100000101110010011000101100001

STRING: End-user programming for string manipulations BITVEC: Efficient low-level algorithms
(205 tasks) (750 tasks)

Tl

| 7]

In3 In4 In0 In1 In2 J
R — — — . — Outl 1
ns— “—L_‘L _;L N :j \ :1 00 - ud Outd
n6—L_/ / / J —
! _ ) ’ [ 7 lchanri— . |
Out

D DD — S| e N e
T : XOR "
:;:TH;{T —\:‘j 03 Array

~
4

XOR
Array . Outd

Outs

CIRCUIT: Attack-resistant crypto circuits generations
(212 tasks)
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Effectiveness

Comparison to EUSolver (a program synthesizer without prob. guidance)

* Training: 762 tasks solved by EUSolver in 10 minutes

e Testing: 405 (timeout: 1 hour)

600 -

Time (m)

STRING

—e— Euphony
—— EUSolver

5 10 15 20 25
# Solved Instances (total = 82)

Time (m)

2000

1750

1500

1250 -

1000 -

750 -

500 -

250 -

O_

BITVEC

0

—e— Euphony
—— EUSolver

25 50 75 100 125 150 175
# Solved Instances (total = 289)

73

CIRCUIT

350

300

250
£ 2004
£ 1501
l—

1001

50

—e— Euphony
—&— EUSolver

10 12 14 16 18

2 4 6 8
# Solved Instances (total = 34)
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. 28: WHO[E £M EYI TRES, T2 2N

« O|A|: transitive closure

edge(1,2)
edge(2,3)
edge(3,4)

path(1,2) path(1,3) path(1,4)
path(2,3) path(2,4)
path(3,4)

path(x, y) :— edge(x,y).
path(x, z) :- edge(x,y), path(y, z).

>
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7| S0j Z0{T U oiR|9t OF 7} BHs B T Mey 27

st Z| M3t 2X| (combinatorial optimization), S NP-hard

v path(x,y) :— edge(x,y).
x path(x,x) :—- edge(x,y).
v path(x,z) :- edge(x,y), path(y,z).
X path(x,y) :— path(y,x).
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e Datalog ZZ1% (&

O

-

O

. J2{0, X3 F|%{5} 25 —
Parameters: W

0.7 path(x,y)

0.9 path(x,x)

0.1 path(x,z)

0.3 path(x,y)

Input | edge(1,2) | edge(2,3)
Weight 1.0 1.0

— -

22X O
-1 " 1 =

12 Bl4) 2 914 Bl B

Z9| 7tsX| [0, 1]

edge(x,y
edge(x,y

path(y,

) .
) .
edge(x, y;, path(y,z).

tEpos

1-v) +Z

t€Eneg

Output

path(1,2)

path(2,3)

path(1,3)

path(1,1)

path(2,1)

Weight (V1)

0.7

0.7

0.63

0.1

0.21

Expectation

1
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I Alat o|n|

0.7 r1: path(x,y) :- edge(x,y).

0.9 r2: path(x,z) :- edge(x,y), path(y,z). 1.0 edge(2,3)
rl 0.7
izl 48l o|O0] (boolean semiring) '

1.0 edge(1,2) path(2,3) 0.7=0.7*1.0

Vt=\/("a1/\"a2/\°--/\"ak) 1.0 edge(1,3) \ /
g

r2z 0.9
|0] (Viterbi semiring) ONl 0.63=09"1.070.7

path(1,3)
0.7 = max{0.7, 0.63} = w1 x w2

O
Ap
12

>

oh
[e;

=0

Vv, =max(w, X v, Xv, X XV,)
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o [ElN, ChE &2

x[Mst 212|EE 0[& (0: Newton’s method)

A
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ML=
oy

Benchmark #relations #candidate rules Difflog ALPS
polysite 6 552 27 84
downcast 9 1267 30 1646
rv-check S 335 22 195
andersen 5 175 4 27
1-call-site 9 173 4 106
2-call-site 9 122 53 676
1-object 11 46 3 345
1-type 12 70 4 13
escape 10 140 1 5

modref 13 129 1 2836
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« A/MLZ|BF Z2 722 SV 21717

« MHi? & G H2[st Stackoverflow? 2LF Xtz
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3717

Al Can Write Code Like Humans—Bugs and All

New tools that help developers write software also generate similar mistakes.

*
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