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if ((KeySym) (keysym) >= @OxFF9987)
1

unparseputc((char) (keysym — 0xFF91 + ‘P’'), pty);
key = 1;

i (keysym < 16)]

[if (keysym >= 10)]
curtinallkeysym] =

Buffer- e e size of curfinal: [10, 10]
overrun g curil LKEYSYMIj ’ keysym: [0, 15]

~Unparseputlcurfinal keysynl, pty);




states
program program \
states states

false positives
(spurious warnings)

iii ; I Cryptography and SSL/TLS Toolkit

“... can be difficult to do without introducing large numbers of false
positives, or scaling performance exponentially poorly. In this case,
balancing these ... caused us to miss the defect.”

false negatives
(missed bugs)

— On Detecting Heartbleed with Static Analysis, (Coverity, 2014)
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Accuracy

'

Logic
(PL)

’ Bug-finder

Scalability

11



Accuracy

Bug-finder

Scalability
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Program
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Program
Analyzer

Program

1. Inflexible
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Analyzer

Program

2. Unidirectional
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Program

3. Narrow-sighted



Accuracy

Adaptive
Interactive
Continuous

9

Bug-finder

Scalability
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Accuracy

Probability
(ML)

Bug-finder

Scalability
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Program
Analyzer

Program

\ 4

Adaptive Interactive Continuous
Program Analysis Program Analysis Program Analysis
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Optimal Precision
Optimal Cost

1

20



program states program states program states

error states error states error states

Optimal Precision
Optimal Cost

High Precision

Low Precisi
ow Precision High Cost

Low Cost

Sensitivity (knob)
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kihong@elvis@l -ccl -anal —config-hel "default" _ . . .
;dgggog—xsinotes « (bggi)y\iﬁgtrﬁgﬂ ;cg)p—ﬁppno‘lces should bel added to the final output. ( i true) [Cfe deV] Handllng Of lOOpS mn the Clang Statlc Analyzer

aggressive-binary-operation-simplification (bool) Whether SValBuilder should rearrange comparisons and additive operations of symbolic expressid

the maximum value of that type. A + n <OP> B + m becomes A — B <OP> m - n, where A and B symbolic, n and m are integers. <OP> is any of '==', '! Sean Eveson via cfe-dev cfe-dev at lists.llvm.org_
avoid-suppressing-null-argument-paths (bool) Whether a bug report should not be suppressed if its path includes a call with a null argument, eve Mon Feb 27 03:18:36 PST 2017

c++-allocator-inlining (bool) Whether or not allocator call may be considered for inlining. ( ! true) . ) ) . . .
c++-container-inlining (bool) Whether or not methods of C++ container objects may be considered for inlining. ( : false) * Previous message: [cfe-dev] Handling of loops in the Clang Static Analyzer
c++-inlining (string) Controls which C++ member functions will be considered for inlining. Value: "constructors", "destructors' ¢ Next message: [cfe-dev] Handling of loops in the Clang Static Analyzer
c++-shared_ptr-inlining (bool) Whether or not the destructor of C++ 'shared_ptr' may be considered for inlining. This covers std::shared_ * Messages sorted by: [ date ] [ thread ] [ subject | [ author ]
c++-stdlib-inlining (bool) Whether or not C++ standard library functions may be considered for inlining. ( i true)

c++-temp-dtor-inlining (bool) Whether C++ temporary destructors should be inlined during analysis. If temporary destructors are disabled Hi Venugopal,

c++—template-inlining (bool) Whether or not templated functions may be considered for inlining. ( ¢ true)

cfg-conditional-static-initializers (bool) Whether 'static' initi :
cfg-implicit-dtors (bool) Whether or not implicit destructors for C++ objects should be included in the CFG. ( : true) this problem.

cfg-lifetime (bool) Whether or not end-of-lifetime information should be included in the CFG. ( : false) I started to work on this, but have unfortunately not had time to take the
cfg-loopexit (bool) Whether or not the end of the loop information should be included in the CFG. ( : false) next steps. There is a mode which does 'loop widenina' which is off bv
cfg-rich-constructors

cfg-scopes

cfg-temporary—-dtors

FAQ and How to Deal with Common False Positives

ctu-import-threshold

ctu-index—-name

display-ctu-progress

eagerly-assume
downside is that it eagerl
elide-constructors 1 .
expand-macros

How do | tell the analyzer that | do not want the bug being_reported here since my custom error handler will safely end the
exploration strategy execution before the bug_is reached?

faux-bodies
graph-trim-interval
(nLine-tanbdas 2. The analyzer reports a null dereference, but | know that the pointer is never null. How can | tell the analyzer that a pointer can
ipa—-always—-inline-size

max-inlinable-size never be null?

max—nodes
max—symbol-complexity
max-times-inline-large
min-cfg-size-treat-functi
mode

model-path
notes-as-events
objc-inlining

prune-paths
region-store-small-struct
report—in-main-source-fil
serialize-stats
stable-report-filename
suppress—c++-stdlib
suppress—inlined-defensiv
suppress—-null-return-path
track-conditions
track-conditions—-debug
unroll-1loops

widen-1loops

1 true) > Sean Eveson (cc’d) did some initial work on loop widening to mitigate

How do | tell the static analyzer that | don't care about a specific dead store?

How do | tell the static analyzer that | don't care about a specific unused instance variable in Objective C?

How do | tell the static analyzer that | don't care about a specific unlocalized string?

How do | tell the analyzer that my instance variable does not need to be released in —-dealloc under Manual Retain/Release?

How do | decide whether a method's return type should be Nullable or _Nonnull?

How do | tell the analyzer that | am intentionally violating_nullability?

The analyzer assumes that a loop body is never entered. How can | tell it that the loop body will be entered at least once?

How can | suppress a specific analyzer warning?

r—r_Okopo_\lm_Ln.bw

e

How can | selectively exclude code the analyzer examines?

22
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Abstraction

Online/Offline Method

(Knob)
Variable Relationship Running Time Offline Superv.lsed [SAS’16]
Learning

Statement Order . . . Supervised :

Variable Relationship Running Time Sl Learning e
Loop Unrolling . . Supervised :

Library Call Handling Missed Bugs Offline Learning [1CSET7]

Statement Order Memory Consumption Online REIIIEEmEL [ICSE’19]

Learning

25



while(e){ C } »

false positive

error states

Uniformly Sound

1f(e){ C }

error states

Selectively Unsound

20

A;11ib();B; »

false negative

error states

Uniformly Unsound

A;B;
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. OIE|H OO 0|23t K QHE 2A7|; RE AF22 obHsl| EA

str = “hello world”;
for (i = @; str[il; i++) // buffer access 1 li

size = positive_input();
for (i =0; i < size; i +
skip; size: [0, +00]

str[i] = ... // buffer access 2% B

27
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25t HI QHE 2M7|: RE 23123 HFGIHX| 24A 24

- — 1 1 |

s r = “hello world”:
= 0;

1f (str[i]) // buffer access 1
skip;

size = positive_input();

1 =20,
if (i < size)
skip;
strii] = ... // buffer access 2 %/

28
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str =
= 0,

1f (Str[i])
skip;

slze =
for (1

skip;

=3 I=Uk-|7| zl O st [[H J&'le'lﬁl o] Jx *1% '_‘7;7‘5“: =

- — 1

“hello world”:

’

// buffer access 1

positive_input();

’

stri] =

0; i < size; i++)

// buffer access 2 %/ 8§
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F Training Data Generation Machine Learning S #
A 8
D g
Codebase Training Classifier
Data

Training Harmless Unsoundness

~ ”
— -
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—
’
v

T

D

Test
Program

Inferring Harmless Unsoundness
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M| MEL|US M 1) HA dEE E0E1, 2) LEE ofL:

training pgm

oop 1 if 1 loop 1 loop 1
oop 2 loop 2 if 2 loop 2 oop 2
oop 3 :> loop 3| [loop 3 if 3 oop 3
loop n loop n| [loopn loop n if n
# true alarms 5 5 4 5 3
# false alarms 10 8 10 5 3

32




« 2t O|O|E{E EZ #IF| (feature vector) & &

f(lib1) = <0, 1, ...,
flibg) = <1, 1, ...,

« H|O|EIE ECHZ 2F7| (classifier) E st&

o 2| A2{Zl stE L 12|E 0| (o: SVM)
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Feature Property Type Description
Null  Syntactic Binary = Whether the loop condition contains nulls or not
Const  Syntactic Binary = Whether the loop condition contains constants or not
Array  Syntactic Binary = Whether the loop condition contains array accesses or not
Conjunction  Syntactic Binary = Whether the loop condition contains && or not
ldxSingle  Syntactic Binary = Whether the loop condition contains an index for a single array in the loop
ldxMulti  Syntactic Binary = Whether the loop condition contains an index for multiple arrays in the loop
ldxQOutside  Syntactic Binary = Whether the loop condition contains an index for an array outside of the loop
Initldx  Syntactic Binary = Whether an index is initialized before the loop
Exit Syntactic Numeric The (normalized) number of exits in the loop
Size  Syntactic Numeric The (normalized) size of the loop
ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc  Syntactic = Numeric The (normalized) number of arithmetic increments in the loop
Pointerlnc  Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune  Semantic Binary  Whether the loop condition prunes the abstract state or not
Input  Semantic Binary = Whether the loop condition is determined by external inputs
GVar  Semantic Binary  Whether global variables are accessed in the loop condition
Finlnterval  Semantic Binary = Whether a variable has a finite interval value in the loop condition
FinArray  Semantic Binary = Whether a variable has a finite size of array in the loop condition
FinString  Semantic Binary = Whether a variable has a finite string in the loop condition
LCSize  Semantic Binary = Whether a variable has an array of which the size is a left-closed interval
LCOffset  Semantic Binary = Whether a variable has an array of which the offset i1s a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop

34
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« 157X 124, 20X EF
Feature Property Type Description
Const  Syntactic Binary = Whether the parameters contain constants or not
Void  Syntactic Binary  Whether the return type is void or not
Int  Syntactic Binary = Whether the return type 1s int or not
CString  Syntactic Binary =~ Whether the function is declared in string.h or not
InsideLoop  Syntactic Binary = Whether the function is called in a loop or not
#Args Syntactic Numeric The (normalized) number of arguments
DefParam  Semantic Binary = Whether a parameter are defined in a loop or not
UseRet  Semantic Binary  Whether the return value is used in a loop or not
UptParam  Semantic Binary = Whether a parameter is update via the library call
Escape Semantic Binary  Whether the return value escapes the caller
GVar  Semantic Binary  Whether a parameters points to a global variable
Input  Semantic Binary  Whether a parameters are determined by external inputs
Fininterval  Semantic Binary = Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments
#ArgString  Semantic  Numeric  The (normalized) number of string arguments

35
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Abstraction

Online/Offline Method

(Knob)
Variable Relationship Running Time Offline Superv.lsed [SAS’16]
Learning

Statement Order . . . Supervised :

Variable Relationship Running Time Sl Learning e el
Loop Unrolling . . Supervised :

Library Call Handling Missed Bugs Offline Learning [1CSET7]

Statement Order Memory Consumption Online A [ICSE’19]

Learning

37



30M

25M

20M

Size (LOC)
o
<

10M

SM

oM

1.0

A, @= 12|

2.0

2.6.16
(1st LTS)

2.6.34 3.10
(5th LTS) (10th LTS)

Linux Kernel Version

33

4.1
(15th LTS)

4.19
(19th LTS)

*https://www.linuxcounter.net
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Sensitivity: 0%
vim60
(227KLOC)

Memory:
51GB >

ALEXe| O1ei=

Ol=st7| M=

7t7} OrL|™ Olsfist?| 2=

Sensitivity: 0%
emacs-26.0.91
(503KLOC)

Memory:

18GB <<

39

Sensitivity: 5%
emacs-26.0.91
(503KLOC)

Memory:
> 128GB



o Xl X}& shT LHO|| A
o 0: 128GB H|ZZ]

Budget

Resource
Usage

Jtset Z|L B2t E AMEsLE Edote Vs

High-sensitivity Adaptive approach

Precision

Low-sensitivity

Analysis Progress
40



» Flow-sensitivity: =22 =AE Q%st=

Flow-sensitive Partially Flow-sensitive Flow-insensitive
ziyil; 3: x = 1; 3"X=l,
3: x =1,

4: y = 0; 2: y = 1;
4: y = 0; 4: y = 0;

x=1[0,1], y=[0, 1]}

ty =10, 1]}

x = [1,1]

41



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

sy =0; z=1; v = input(); w = input();

+ 1;

N X X
N N S

LY = X}
1 assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUEsE WN -

42



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

sy =0; z=1; v = input(); w = input();

N X X
N N S

X

LY = X;
1 assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUEsE WN -

Flow-Sensitive Abstract State
{x=1[0,0l,y=[0,0l,z=[1,1],v=T,w=T}

3 Intervals

43



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

sy =0; z=1; v = input(); w = input();

N X X
N N S

X

LY = X;
1 assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUEsE WN -

Flow-Sensitive Abstract State
{x=1[0,0l,y=[0,0l,z=[1,1],v=T,w=T}
x=[1,1,y=[0,0l,z=[1,1],v=T,w= T}

6 Intervals

44



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

sy =0; z=1; v = input(); w = input();

N X X
N N S

X

LY = X;
1 assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUEsE WN -

=[0,0],y=[0,0],z=[1,1],v=T,w=T}

x=[1,1,y=[0,0l,z=[1,1],v=T,w= T}

x=[1,1,y=[0,0,z=12,2],v=T,w= T}
x=[1,1],y=[1,11,z=[22],v=T,w =T}

12 Intervals

45



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

sy =0; z=1; v = input(); w = input();

N X X
N N S

X

LY = X;
1 assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUEsE WN -

Flow-Insensitive Abstract State

il {X = [0,+0], y = [0,4+0], Z=[1,4+00], v=T, w=T}

3 Intervals

46
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Ve I s 4 Controller
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A TFaE o= o)
H0ff 2ot 2fs BE
e Model M : Variable — [0, 1]

* Importance of each variable in terms of flow-sensitivity

* | earned using Bayesian Optimization

* represent variables as feature vectors and learn weights of features

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Ly = X;

: assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUE WN -

M(x) > M(y) > M(z) > M(v) > M(w)

48
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Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Y = X3

: assert(y > 0); // Query 1 (hold)
: assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUESE WN R

Model: M(x) > M(y) > M(z) > M(v) > M(w)

50



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Y = X3

: assert(y > 0); // Query 1 (hold)
1 assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUESE WN R

Model: M(x) > M(y) > M(z) > M(v) > M(w)

1 {x=1[0,0l,y=[0,0],z=[1,1],v=T,w=T}
2 x=[1,1],y=[00,z=[1,1],v=T,w=T}
6 Intervals

51



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Y = X3

: assert(y > 0); // Query 1 (hold)
1 assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

Model: M(x) > M(y) > M(z) > M(v) >M{w)—

NOOUESE WN R

Flow-Insensitive

1 {x=10,0],y=1[0,0],z=1[1,1], v= T}
{w=T}

A {x=[1,1],y=[0,0],z=1[1,1], v= T}

6 Intervals

52



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Y = X3

: assert(y > 0); // Query 1 (hold)
1 assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

Model: M(x) > M(y) > M(z) > M(v) >M{w)—

NOOUESE WN R

Flow-Insensitive

1 {x=10,0],y=1[0,0],z=1[1,1], v= T}

A {x=[1,1],y=[0,0],z=[1,1], v= T} {w=T}

<M {x=[1,1],y=1[0,0],z=1[2,2], v=T}
9 Intervals

53



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

X =0; y=0; z=1; v = input(); w = input();
X = Z;
Z =z + 1;

Y = X3

: assert(y > 0); // Query 1 (hold)
1 assert(z > 0); // Query 2 (hold)
: assert(v == w); // Query 3 (may fail)

NOOUESE WN R

Flow-Sensitive Flow-Insensitive
L x =10,0], y =0,0]}
2 (x = [1,404], y = [0,0} R
3 X = [1,+0c9], y = [0,0];

6 Intervals

54



Of| x|

* Partially flow-sensitive interval analysis (budget: 10 intervals)

'
1 assert(y > 0);
: assert(z > 0);
: assert(v ==

NOOUESE WN R

X =0; y=0; z=1; v = input(); w = input();
X = 2;
Z =z + 1;

:X;

// Query 1 (hold)
// Query 2 (hold)

w); // Query 3 (may fail)

Model: M(x) > M(y) >-Mi{z)->-Miw->-Mw)-

x=10,0], y =10,0]}

X = [1,+00], y = [0,0]}
X = [1,+e0], y = [0,0]}

{z = [1,+0c0],
V=T,W=T}

{x =[1,+00], y = [1,+00]}
8 Intervals
55
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e Value function O :Fx A — [0, 1]:
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Value Function

O:FxA— [0, 1]
o EX QOFst4 o : State — F 0|11 F=][0, 1]
1. The inverse of memory budget
2. Current memory consumption divided by the total budget

3. Current lattice position divided by the lattice height

4. Current workset size divided by the total workset size

o H gt FI 2 FS ALO|Of| A EE2ber o THA EE 7l

e OIf #alarms = #flow-insensitive alarms

e 1 if #alarms = #flow-sensitive alarms

57



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

- 1 1

1. Initialize © with a random policy

58



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

2. Run the analysis with &t

a0 al a2
> > > R=0.7

59



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

3. Collect all state-action pairs and the reward
a0 al a2
> > > R=0.7

D1 = {(<a(so), a0>,0.7), (<ax(s1), a1>,0.7), (<ax(sz2), az>,0.7)}

60



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

4. Learn Q using D1 with a supervised learning algorithm

a0 al a2
> > > R=0.7

Q = SupervisedLearning(D1)

o1



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

1 1

5. Refine wt using Q

a0 al a2
> > > R=0.7

62



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

6. Run the analysis with refined =

a0 al a2
> > > R=0.7
a3

03



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

1 1

7. Accumulate data

a0 al a2
> > > R=0.7
a3

D2 = D1 U {(<a(so), ao>, 1.0), (<x(s4), as>, 1.0)}

o4



o O|2| M=l of5 CIO|Eet B o5 &112|E 0|8

8. Refine Q using D2 with a supervised learning algorithm

a0 al a2
> > > R=0.7
a3

Q = SupervisedLearning(D2)

65
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— QOur Algorithm
-== Random Search

- L AL
Q.PE

X

AL

—&— Flow-insensitive
—&— Baseline

1.0 -
0.8 -
0-6- r A N A Y \nod
- [ \WARGAN L'/ a !
E ) [\ I‘vf\"l\“'n\’ ‘/’” v ‘\J"‘, [V ‘\”.:"\’ ‘\/\-/\\l‘v“\
Ic { I,
i
0.4 -
0.2 -
001 —4——4——4——4——4——4——h——h——4—4A
° 20 40 60 80 100
#lterations
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J1E SH* s ZE SR 7|8

(10% flow-sensitivity)

 3/8 run out of memory (128GB)  0/8 run out of memory (64 / 128GB)
e 279 of buffer overrun alarms * 28—32% of buffer overrun alarms ¢
* 30% of null dereference alarms 4 * 33—41% of null dereference alarms ¢

*Kihong Heo, Hakjoo Oh, Hongseok Yang, Kwangkeun Yi. Adapting Static Analysis via Learning with Bayesian Optimization. ACM TOPLAS, 2018
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Target Feature Property Type Description
Null  Syntactic Binary ~ Whether the loop condition contains nulls or not
Const  Syntactic Binary =~ Whether the loop condition contains constants or not
Array  Syntactic Binary = Whether the loop condition contains array accesses or n
Conjunction  Syntactic Binary  Whether the loop condition contains && or not
ldxSingle  Syntactic Binary = Whether the loop condition contains an index for a singl
IdxMulti  Syntactic Binary =~ Whether the loop condition contains an index for multip,
ldxOutside  Syntactic Binary  Whether the loop condition contains an index for an arral
Initldx  Syntactic Binary  Whether an index is initialized before the loop
Exit  Syntactic Numeric The (normalized) number of exits in the loop
Size  Syntactic Numeric  The (normalized) size of the loop
Loop ArrayAccess  Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc ~ Syntactic  Numeric  The (normalized) number of arithmetic increments in th
Pointerlnc  Syntactic =~ Numeric  The (normalized) number of pointer increments in the lo
Prune  Semantic Binary = Whether the loop condition prunes the abstract state or 1
Input  Semantic Binary = Whether the loop condition is determined by external in
GVar  Semantic Binary = Whether global variables are accessed in the loop condit
Finlnterval ~ Semantic Binary = Whether a variable has a finite interval value in the loop
FinArray  Semantic Binary = Whether a variable has a finite size of array in the loop ¢
FinString  Semantic Binary  Whether a variable has a finite string in the loop conditi
LCSize  Semantic Binary =~ Whether a variable has an array of which the size is a lef
LCOffset ~ Semantic Binary =~ Whether a variable has an array of which the offset is a
#AbsLoc  Semantic Numeric The (normalized) number of abstract locations accessed
Const  Syntactic Binary  Whether the parameters contain constants or not
Void  Syntactic Binary =~ Whether the return type is void or not
Int  Syntactic Binary =~ Whether the return type is int or not
CString  Syntactic Binary =~ Whether the function is declared in string.h or not
InsideLoop  Syntactic Binary =~ Whether the function is called in a loop or not
#Args  Syntactic Numeric The (normalized) number of arguments
DefParam  Semantic Binary =~ Whether a parameter are defined in a loop or not
. UseRet  Semantic Binary =~ Whether the return value is used in a loop or not
Library . . . . .
UptParam  Semantic Binary  Whether a parameter is update via the library call
Escape  Semantic Binary = Whether the return value escapes the caller
GVar  Semantic Binary ~ Whether a parameters points to a global variable
Input  Semantic Binary  Whether a parameters are determined by external inputs
Finlnterval ~ Semantic Binary  Whether a parameter have a finite interval value
#AbsLoc  Semantic Numeric The (normalized) number of abstract locations accessed
#ArgString  Semantic Numeric  The (normalized) number of string arguments

Type| # Features
A |1 local variable
2 global variable
3 structure field ] o
4 | location created by dynamic mend % Description of feature f;(P, (x,y)). k represents a constant.
5 | defined at one program point 1 P contains an assignment x =y + k or y = x + k.
6 location potentially generated in 1 2 P contains a guard <y + k or y < x + k.
7 assigned a constant expression (e . . B .
8 | compared with a constant expresy P Conta%ns a malloc of the form x = malloc(y) or y = malloc(x).
9 | compared with an other variable 4 P contains a command x = strlen(y) or y = strlen(x).
10 | negated in a conditional expressid 5 P sets x to strlen(y) or y to strlen(x) indirectly, as in ¢ = strlen(y);x = t.
B Fllg?Ctlylused :jn_mall‘ilc (e.g,mall ¢ P contains an expression of the form z[y| or y[x].
t g,y 3 . . - .
3 ? irectly used in malloc (e.g., y 7 P contains an expression that multiplies x or y by a constant different from 1.
irectly used in realloc (e.g., reall ] ) v .
14 | indirectly used in realloc (e.g,y4 O P contains an expression that multiplies x or y by a variable.
15 | directly returned from malloc (e.d 9 P contains an expression that divides x or y by a variable.
}6 “}d‘reftly retume‘fi from “1113‘“00 10 | P contains an expression that has x or y as an operan of bitwise operations.
7| directly rewrned from realloc (e. 1 | p oo ntaing an assignment that updates x or y using non-Octagonal expressions.
18 | indirectly returned from realloc . .
19 | incremented by one (e.g.,x=x+| 12 | « and y are has the same name in different scopes.
20 | incremented by a constant expr. ( 13 | x and y are both global variables in P.
Y g
21 | incremented by a variable (e.g., X 14 | z or y is a global variable in P.
22 | decremented by one (e.g., x = x - 15 | x or y is a field of a structure in P.
23 | decremented by a constant expr (¢ . .
24 | decremented by a variable (e.g, ¥ 10 | ¥ and y represent sizes of some arrays in P.
25 | multiplied by a constant (e.g., X = 17 | x and y are temporary variables in P.
26 | multiplied by a variable (e.g..x=| 18 | x or y is a local variable of a recursive function in P.
27| incremented pointer (e.g., p++) 19 | x or y is tested for the equality with +1 in P.
28 | used as an array index (e.g., a[x]) 20 d t si ¢ lobal i P
29 | used in an array expr. (c.g., x[e]) x and y represent sizes of some global arrays in P.
30 | returned from an unknown libraryy 21 | « or y stores the result of a library call in P.
31 | modified inside a recursive functif 22 | x and y are local variables of different functions sin P.
gg mog‘ﬁefidms“lie a11c1>ca1 loop 23 | {z,y} consists of a local variable and the size of a local array in different functions in
read inside a local 100 . . . . . . .
B [ 34 [ IASAOLYV12) P 24 | {z,y} consists of a local variable and a temporary variable in different functions in P.
35 | 2A8A (11V12) 25 | {x,y} consists of a global variable and the size of a local array in P.
36 | 1A (11V12)A(19V 20) 26 | {xz,y} consists of a temporary variable and the size of a local array in P.
g; iA Eﬂ v g; A 82 v ?g; 26 | {x,y} consists of local and global variables not accessed by the same function in P.
A1V I12)A 5V . . . .
30 | 27 (11V12) A (15 V 16) 28 | xoryisa self—lilpd.atlng global variable in P.
40 | (11V12) A 29 29 | x or y has a finite interval value.
41 | (15V 16) A 29 30 | x or y is the size of a constant string in P.
42 | 1A(19V20)A33
43 | 27 (19V 20) A 33
44 | 1A (19V 20) A —33
45 | 2 A (19V 20) A —33

69

Type| # Features
A |1 leaf function
2 function containing malloc
3 function containing realloc
4 function containing a loop
5 function containing an if statement
6 function containing a switch statement
7 function using a string-related library function
8 write to a global variable
9 read a global variable
10 | write to a structure field
11 | read from a structure field
12 | directly return a constant expression
13 | indirectly return a constant expression
14 | directly return an allocated memory
15 | indirectly return an allocated memory
16 | directly return a reallocated memory
17 | indirectly return a reallocated memory
18 | return expression involves field access
19 | return value depends on a structure field
20 | return void
21 | directly invoked with a constant
22 | constant is passed to an argument
23 | invoked with an unknown value
24 | functions having no arguments
25 | functions having one argument
26 | functions having more than one argument
27 | functions having an integer argument
28 | functions having a pointer argument
29 | functions having a structure as an argument
B | 30 | 2A(21V22) A (14V 15)

31 | 2A (21 VvV 22) A—=(14 V 15)
32 | 2A 23 A (14 V 15)
33 | 2A23 A—(14V 15)
34 | 2A(21V22) A (16 V 17)
35 | 2A(21V22) A—=(16 Vv 17)
36 | 2A23 A (16 V 17)
37 | 2A23 A—(16 Vv 17)
38 | (21Vv22)A—23
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“FS works but Fl fails”

C-Reduce*
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/* feature program x/
a = 0,
while(1) {
if (a < 3)
assert(a < 5);
a++;

}

*https://embed.cs.utah.edu/creduce
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Apache

FtpServersy

152KLOC
75 Datarace Bugs
522 Total Alarms
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Rank 522 False Alarm

lgs



-, X
Apache

FtpServer

152KLOC
75 Datarace Bugs
522 Total Alarms

]
]

Rank 522 False Alarm
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FtpServer

152KLOC
75 Datarace Bugs
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FtpServer |

152KLOC
75 Datarace Bugs
522 Total Alarms

]
]

Rank 522 False Alarm
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Apache .

FtpServer

152KLOC
75 Datarace Bugs
522 Total Alarms

]
]

Rank 522 False Alarm

82



i

Q

[ATRI]

“a

UL L

Q

K 1

R

Rank 522

83



Apache '

FtpServer

Discover all 75 bugs
after 103 iterations

34



£0O{ g0 {

vl = new ... v4d = new ...
v2 = idl (v1) v5 = idl (v4)
v3 = 1id2 (v2) vo = 1d2 (v5H)
assert(v3!=vl) ql assert(veo!=vl) g2

| B |8
|0.04|0.96

} }

idl (v) { return v } id2 (v) { return v }

v
path(1,1) edge(1,7)

edge(7,2)  path(l,7)  edge(7,5)

path(1,2)  path(1,5)  edge(5,8)

edge(8,3)  path(1,8)  edge(8,6)

CERL

(e.g., Bayesian Network)
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

Analysis Outputs:
Parallel(p1, p2), Race(p1, p2)

Analysis Rules:
ri:  Parallel(pi, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, ps).
r2: Parallel(p1, p2) :- Parallel(pz, pi)-
Ia: Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).
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S M o|F|: Datarace

pi Is a program point

‘3
I
A
\
2
N
~ - o . p -
o [ AN - s‘, v' D e W A 3% = b\ < $d

Program point p2 is | p1and p2 may access p1and p2 are not guarded by
an immediate successor of p+ ’ the same memory location the same lock

Analysis Rules:
ri:  Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).
ro:  Parallel(p1, p2) :- Parallel(pz, pi).
Irs: Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

>~ - - > Y "
> N 03 T8 B W PR SO R PR e O OB =2 —Z g

i | Analysis Outputs:
| Parallel(p1, p2), Race(p1, p2

Program point p1 and p2can be A Race condition
executed in parallel between p1and p2

IRERONPIEENOXt(p2, p3), Unguarded(p1, p3).
r2: Parallel(p1, p2) :- Parallel(pz, pi).
Irs: Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

)

- ,
-

b sl > - g = - oo e SWYUS
. > g _ e Bq- .

Z— 7 ] L f
.

I
- - [ y
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

Analysis Outputs:
Parallel(p1, p2), Race(p1, p2)

~ NG S - s Y N - o - > NG = - s Y > ;" =

. - . - - = - a ¢ - R S - ’ _
Ny & oo . N S e s & oo . P A PO 2P = & ge. . . \ .9 Pl & —T &

Analysis Rules:
§| ri: Parallel(pi, p3) :- Parallel(ps, p2), Next(p2, ps), Unguarded(p1, p3).
r2: Parallel(p1, p2) :- Parallel(pz, pi)-

Ia: Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

. 'S . : —So )y e e g i e e fao 8 o s IO D sy o o 8 0 12 MO il sy o A Roe By Lo fosRa > 5 o 8
= 2% - N s b - — - - . - b - - T - - 1 - - - =~ / - - -

Thread 1 Thread 2

X N
i1

X =Y +“i; // Li y +1; // Lo
z +1; // Ls

+
+
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

Analysis Outputs:
Parallel(p1, p2), Race(p1, p2)

~= ~'

r: Parallel(p1,p3) Parallel(p1,p2) Next(pz p3) Unguarded(p1,p3)
T f2: Parallelps, p2) .- Paranelpz, pn- "
s Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

AN a B i ! - u

Thread 1 Thread 2 Derivation
...1 L --1 L P(1,2)| [N(2,3)] [U(1,3)
=V + 1, 1 Z =Yy + 1, 2
X =z +1; // L3 \L/

P(1, 3)
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

Analysis Outputs:
Parallel(p1, p2), Race(p1, p2)

Analysis Rules:

e o = ; - ‘ = S ’ ’ ._ . LIRS = ’ ’ o .‘ : -" P . " _, oS -
b ro: Parallel(p1, pz) Parallel(pz, pz)
Thread 1 Thread 2 Derivation
. P(1, 2)
=y +1; // L; z =y +1; // L>
X =2z +1; // Ls l
P(2, 1)
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S M o|F|: Datarace

Analysis Inputs:
Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).

Analysis Outputs:
Parallel(p1, p2), Race(p1, p2)

Analysis Rules:
ri: Parallel(pl,ps) Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).
1 g2t Parallel(py. po) i~ Parallel(pa. py).

.~ ‘| - - ~ \' = - & Y > DA
- - . -

> ——

Ia: Race(p1, pz) Parallel(p1, pz) A|IaS(p1, pz)

3 B - o~ - . . ‘v 2 as P A N U v
_ - e =i S - AL A —

-~ N -~ _ =

Thread 1 Thread 2 Derivation
1; /L 1; /L P 3)) (AL 9
=Yy + 1, 1 Z =Y + 1 2
X =2z +1; // L3 \/

R(1, 3)
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public class RequestHandler A{
private FtpRequest request;

public FtpRequest getRequest() {

return request; //Le
I3
public void close() {
synchronized (this) { / /L1
if (isClosed) return; //L>
1sClosed = true; / /L3
I3
controlSocket.close(): //La
controlSocket = null; //Ls
request.clear(); //Ls
request = null; / /L7
}
I3

93

Analysis Rules:
ri:  P(p1, p3) - Plp1, p2), Np2, p3), U(p1, p3).
Fo. P(p1, pz) - P(pz, p1).
ra:  R(p1, p2) - Plp1, p2), Ap1, p2).

*Apache FTP Server




Ol x| ==k

Analysis Rules:
public class RequestHandler { ri:  P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).
private FtpRequest request; ra:  P(p1, p2) - P(pz, pi).

rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).

public FtpRequest getRequest() {

eturn request,; Lo
I3
public void close() {
synchronized (this) { / /L1
if (isClosed) return; //L>
1sClosed = true; / /L3 Datarace
I3
controlSocket.close(); //La
controlSocket = null; //Ls
request.clear(); //Le
request = null; //L7
}
I3

*Apache FTP Server
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Analysis Rules:
public class RequestHandler { ri:  P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).
private FtpRequest request; ra:  P(p1, p2) - P(pz, pi).

rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).

public FtpRequest getRequest() {

return request; / /Lo
}
public void close() {
synchronized (this) { / /L1
if (isClosed) return; //L>
1sClosed = true; / /L3
}
controlSocket.close();
controlSocket = null; i False alarm
request.clear(); //Lg
fequest = null;  j/, ) Falsealarm

*Apache FTP Server
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Program

controlSocket.close(): //La
controlSocket = null; //Ls
request.clear(); //Le
request = null; //L7

Analysis Rules

r. P(pl’ p3) .~ P(p1’ p2)5 N(p25 p3)’ U(p1’ p3)
ra:  P(p1, p2) - P(p2, pi).
rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).
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Program

controlSocket.close(): //La
controlSocket = null; //Ls
request.clear(); //Le
request = null; //L7

Analysis Rules

r. P(pl’ p3) .= P(p1’ p2)5 N(pQ’ p3)’ U(p1’ p3)
ra:  P(p1, p2) - P(p2, pi).
rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).

P4, 4)

A4, 5)
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Derivation Graph

N(4, 5)

U4, 5)

N(5, 6)

U(4, ©6)




X EH A

O L
Program Derivation Graph

P(4, 4) N(4, 5) U4, 5)

controlSocket.close(); //La
controlSocket = null; //Ls \L/
request.clear(); //Ls A(4, 5) P4, 5) N(5, 6) U(4, 6)
request = null; //L7

Analysis Rules

r. P(pl’ p3) .= P(p1’ p2)5 N(pQ’ p3)’ U(p1’ p3)
ra:  P(p1, p2) - P(p2, pi).
rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).
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Program

controlSocket.close(): //La
controlSocket = null; //Ls
request.clear(); //Le
request = null; / /L7

Analysis Rules

r. P(pl’ p3) .~ P(p1’ p2)5 N(pz, p3)’ U(p1’ p3)
ra:  P(p1, p2) - P(p2, pi).
rs:  R(p1, p2) :- P(p1, p2), Ap1, p2).

P4, 4) N(4, 5) U4, 5)
A4, 5) P4, 5) N(S, 6) U4, 6)
/
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M 2EM
O 1 - 1
Program Derivation Graph
P4, 4) N(4, 5) U4, 5)
controlSocket.close(); //La
controlSocket = null; //Ls \l/
request.clear(); //Ls A(4, 5) P(4, 5) N(5, 6) U4, 6)

request = null,; //L7 \,l/
ea] as

... C0|& #iiu} gl= mi77EX]

Analysis Rules (i.e., fixpoint)

r:  P(p1, p3) - P(p1, p2), N(p2, p3), U(p1, p3). U(6, 6) P(6, 6) N(5, 6)
ra:  P(p1, p2) - P(p2, pi).

rs:  R(p1, p2) :- P(p1, p2), Ap1, p2). \l/
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H)| 0| X|2F I ER 2

P(4,

, 9)

P4, 5)

U4, 5)

4, 4) N(4
S R

Logical Rule

P(4,4)

TRUE

3(p11 p3) - P(p1’ p2), N(p25 p3)5 U(p1’ p3)

3([?1, p2) - P(pz, pl)

R(p1, p2) - P(p1, p2), Alp1, p2).

TRUE

FALSE

Probabilistic Rule

N(4,5) U(4,5) Pr(P4.,5) | ...)

TRUE TRUE 0.95"
TRUE FALSE 0
FALSE FALSE 0

*computed by an offline learning
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Marginal Inference

P4, 4) N(4, 5) U4, 5)
A4, 5) P4, 5)
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Marginal Inference

U4, 5)

05, P |
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Marginal Inference
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Marginal Inference
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Marginal Inference

P4, , O) U4, 5)

4, 4) N(4
—

A4, 5) P4, 5)

Pr(R(4,5)) = Pr(R(4,5) | A@4,5), P(4,5))
X Pr(A4,5))
X Pr(P(4,5) | ...)
X ...
= 0.398

by an off-the-shelf marginal

Inference solver
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public class RequestHandler {
private FtpRequest request;,

public FtpRequest getRequest() { Ranking Confidence
return request; //L0O
b 1
public void close() {
synchronized (this) { //L1
if (isClosed) return; / /L2
1sClosed = true; //L3
s
controlSocket.close(); //L4
controlSocket = null; //L5
request.clear(); //L6
request = null; / /L7
s

}

Q: What are the probabilities of the other alarms when R(4,5) is false?
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O
SE 9
P4, 4) N(4, 5) U, 5)
A4, 5) P4, 5) N(5, 6) U4, 6)
R@4,5)]| |P4,6)
l
U(6, 5) P(6, 4) N4, 5)
U(6, 6) P(6, 6) N(S, 6)
U(6, 7) P(6, 6) N(6, 7)
\v/
A6, 7) P(6, 7)
\l
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O
SE 9
P4, 4) N(4, 5) U, 5)
A4, 5) P4, 5) N(5, 6) U4, 6)
L8 P4, 6)
l
U(6, 5) P(6, 4) N4, 5)
U(6, 6) P(6, 6) N(S, 6)
U(6, 7) P(6, 6) N(6, 7)
\v/
A6, 7) P(6, 7)
\l
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Pr(P(4,5) | =R(4,5))

l/
P(4, 6)
l
U(6, 5) P(6, 4) N4, 5)
U(6, 6) P(6, 6) N(S, 6)
U(6, 7) P(6, 6) N(6, 7)
\v/
A6, 7) P(6, 7)
\l

111

= Pr(-R4,5) | P(4,5)) *
A4, 5) P4, 5) N(5, 6) U, 6) _ I(:))r(()z(4,5)) / Pr(=R(4,5))
\



P4, 4)

N(4, 5)

U4, 5)

A4, 5)

P4, 5)

N(5, 6) U(4, 6)

U(G, 5)

U(6, 6)

U(6, 7)

A6, 7)

P4, ©)

~~
A
N

P(6, 4 N(4, 5)

P(6, ©6) N(5, 6)

P(6, 6) N6, 7)

P(6, 7)

ol

R(6, 7)

Pr(P(4,5) | =R(4,5))
= Pr(-R(4,5) | P(4,5)) *
Pr(P(4,5)) / Pr(-R(4,5))
= 0.03

By Bayes’s Rule:
Pr(A|B) = Pr(BJ|A) * Pr(A) / Pr(B)
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P4, 4) N(4, 5) U, 5)
A4, 5) P4, 5) N(5, 6) U4, 6)
\v\l/
L8 P(4, 6)
l
U(6, 5) P(6, 4) N4, 5)
U(6, 6) P(6, 6) N(S, 6)
U(G, 7) P(6, 6) N(6, 7)
\v/
A6, 7) P(6, 7)

Pr(P(4

5) | ~R(4,5))

= Pr(-R(4,5) | P(4,5)) *

Pr(P

(4,9)) / Pr(=R(4,5))

= 0.03

Pr(A|B)

Pr(R(6,

Pr(P
= 0.0

By Bayes’s Rule:
= Pr(B|A) * Pr(A) / Pr(B)

7) | =R(4,5))
= Pr(R(6,7) | P(4,5)) *

(4,5)) | =R(4,5))
3




Ranking Confidence

1
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Ranking Confidence

1
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40—616KLOC JAVA Programs

Datarace and Privacy leak analyses
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Fraction of Alarms

100

/5

50

25

S}
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Bug Bingo-90% B Bingo-100%
152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420
# Alarms reported by
the underlying analyzer
O xS > + o ™ O A S N L 2D
@6 5’\\Q \Q)O ,\ég O 66 s\\(§§ &‘0 qu/ QQ /O’b' 0_<(\ ,\/Q) /{b’ o}@ /Q’\
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S}

Only a few of them are

real bugs (12%)

Bug " Bingo-90% B Bingo-100%

100
152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

\I
)

Fraction of Alarms
On
()

" 1111 RF
RN

O S & D
\(\Qé $’\\.Q \@0 .\ég A&O & %O > ¢ O\)Q ,o & > (b'é\, /Q\
L ¢« ¢ & S VL LR g L &L
> 6@ ”R X cf} >
\ (‘)\Q
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Fraction of Alarms

100

\I
)

O
o

N
Ol

" Bug

S}

" Bingo-90%

B Bingo-100%

152

522 30

257

978 940 958 1870

110

212 393 817 352

90% of bugs by
26% of inspection

156

437

420
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Fraction of Alarms

100

\I
)

O
o

N
Ol

152

" Bug

522 30

257

S}

" Bingo-90%

978 940 958 1870

120

110

B Bingo-100%

212 393 817 352

All bugs by
37% of inspection

156

437

420




Program
Analyzer

Adaptive
Program Analysis

Outline

Interactive
Program Analysis

121

Program

\ 4

Continuous
Program Analysis



Drake: Continuous Alarm Masking System
[PLDI’19]

]

Alarms of Alarms of Alarms Relevant
New Version Old Version to the Change
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2234 (batch-mode) 24

Feedback | v

Source Analysis / \
cod Results
4 e o
Old W Alarm Ranking O
Version e —p  Analyzer = Y — System r-ﬂ

Feedback
\ 4
Source Analysis
code Results
#include <stdio.h> f * ;
ol e O /. .
\ Alarm Rankin O
N eW whii:(*y < 10) { ﬁ Ana Iyze r ﬁ \/Y ﬁ System g r ﬂ
Version .
L Y, -

b

Ranked
alarms

\
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915X (continuous) =4

“We only display results for most analyses
on changed lines by default;
this keeps analysis results
relevant to the code review at hand”, - Google, 2015

this point IS attributable
» _ FaceboOK, 2016

171

. T
“In order to realize the goal, verification must continue
to work with low effort as developers change the code.
... Neither of these approaches would work for Amazon
as s2n is under continuous development.”, - Amazon, 2018
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HL

/

Old Version

Conventional
Batch Mode

I : Alarms relevant to the change

: Alarms NOT relevant to the change

125

New Version

Drake

Rank 1

Rank n




Old Version

OuUlhl WN K-

++3

input();
input();
opaque_dec(x);
opaque_dec(y);
// Alarm @&
// Alarm @

Of| x|

X and y can be any integers

Opaque, but “--” actually

Integer overflow alarms at 5 & 6

126



Old Version

I
OuUrlls WN -

input();
input();
opaque_dec(x);
opaque_dec(y);
++; // Alarm &

: y++; // Alarm @

Of| x|

127

New Version

+
oOoulls WN -

input();
input();
opaque_dec(x);
identity(y);
++: // Alarm @&

: y++; // Alarm




Old Version

I
OuUrlls WN -

input();
input();
opaque_dec(x);
opaque_dec(y);
++; // Alarm &

: y++; // Alarm @

Of| x|

New Version

X

WN =
X <

input();
input();
opaque_dec(x);

Q: How to emphasize the alarm at 6
that is relevant to this change?
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8|

\4 T |o.o4| 0.96
path(1,1) edge(1,7)A

vl = new ...
v2 = 1idl (v1)
v3 = 1d2 (v2)

vl = new ... vd = new ...

v2 = 1idl (v1) vh = 1idl (v4)
v3 = 1id2 (v2) ve = 1d2 (v5)
assert(v3!=vl) ql assert(v6!=vl) q2 €dg€<7,2> path(l,DA Cdge<7,5)

}

id2 (v) { return v }

idl (v) { return v }

path(1,2)  path(1,5)® edoe(5,9)

\4
path(1,1)

edge(1,7)
path(1,7)

path(1,2)

edge(7,2) edge(7,5)

edge(8,3)  path(1,8)A  edge(8,6)

path(1,5)  edge(5,8)

A
path(1,3)| [ path(1,6)

edge(8,3)  path(1,8)  edge(8,0)

path(1,3)]  [path(1,6)

&g 2y

(Bayesian Network)
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1: x = input();

2: y = input();

3: X = opaque_dec(x);

+4: y = identity(y);

5: x++; // Alarm @

6: y++; // Alarm &
Edge(1, 3) Edge(2, 4)
Path(1, 3) Edge(3, 5) Path(2, 4) Edge(4, 6)
Input(1) | | Path(1, 5)| [Inc(5) Input(2) | | Path(2, 6)||Inc(6)

Overflow(5) Overflow(6)
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1: x = input();

2: y = input();

3: X = opaque_dec(x);

+4: y = identity(y);

5: x++; // Alarm @

6: y++; // Alarm &
Edge(1, 3) Edge(2, 4)
Path(1, 3) Edge(3, 5) Path(2, 4) Edge(4, 6)
Input(1) | | Path(1, 5)| [Inc(5) Input(2) | | Path(2, 6)||Inc(6)

Overflow(5) Overflow(6)
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o] XM

L L

A
LB

1: x = input();

2: y = input();

3: X = opaque_dec(x);

+4: y = identity(y);
5: x++; // Alarm @
6: y++; // Alarm &
0.01 0.99
Edge(1, 3) Edge(2, 4)
l 0.01 l

Path(1, 3) Edge(3, 5)

\/

Input(1) | | Path(1, 5)| [Inc(5)

T~

Overflow(5)

Path(2, 4) Edge(4, 6)

\/

Input(2) | | Path(2, 6)||Inc(6)

132
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Overflow(6)

0.99



o] XM

A
L L T

1: x = input();
2: y = input();
3: X = opaque_dec(x);
+4: y = identity(y);
5: x++; // Alarm @
6: y++; // Alarm &
0.01 0.99
Edge(1, 3) Edge(2, 4)
l 0.01 l 0.99
Path(1, 3) Edge(3, 5) Path(2, 4) Edge(4, 6)
Input(1) | |Path(1, 5)| | Inc(5) Input(?2) | |Path(2, 6)| | Inc(6)

0.009 < 0.97
Overflow(5) Overflow(6)
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13—112KLOC C Programs (old and new)

3 bugs on average
Buffer overrun and Integer overflow analyses
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£0{ g(){
vl = new ... v4d = new ...
v2 = idl (v1) v5 = idl (v4)

£0{ g0 { v3 = id2 (v2)
vl = new ... v4d = new ... assert (v3!

v2 = idl (v1) v5 = idl (v4)
v3 = 1d2 (v2) v6 = id2 (v5) M £0) { g {
assert(v3!=vl) ql assert(v6!=vl) g2 ]

vl = new ... v4d = new ...

} } v2 = idl (v1) v5 = idl (v4)

idl (v) { return v } id2 (v) { return v } v3 = 1d2(v2) v6 = 1d2(v3)

assert(v3!=vl) ql assert(vo!=vl) g2
v } }

path(l 1) edge(l 7) ) idl (v) { return v } id2 (v) { return v }

edge(7,2)  path(1,7)  edge(7,5)
Y

v
path(1,1) edge(1,7)

path(1,2) path(1,5) edge(5,8) edge(7 2) path(l 7) edge(7 5)

edge(8,3)  path(1,8)  edge(8,6) : path(1,2)  path(1,5  edge(5,8)

Lpath(1,3)|  [path(1,6)]

edge(8,3)  path(1,8)  edge(8,6)

Lpath(1,3)| | path(1,6)]

olaa}
==

gt

224 A 7|d}

- L O

563 7l A& ALO|0f| Z|CH 2| 94 2| O|L{of|
D= H{7} Akxf DE HI QX
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0ic] S8

Pr(a| e)

F A=
E= *H
=4 21 T & JHE X 44% Zk2 [PLDI’18] sl2 ool 54 22-33% F7+ LA
[ICSE’22]
=4 21} 29| & O|F HH 65% Za [PLDI’19] q 54% F7+ 24
=4 £4t Tel 015 S5 24 35% i [FSE’21] 20% =7t A
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Ranking Alarm Confidence Ranking Alarm Confidence
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sort readelf
—— BayeSmith 175 —— BayeSmith
500 N\T Bingo Bingo
150
400 195,
V4 V4 |
%300- %100
o o
ey e
2001
50
100
25 \
0 0
0 25 50 75 100 125 150 175 0 10 20 30 40 50 60 70 80
User interaction User interaction
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Learning

Learning

Code Corpus)l .
with Bug Labeﬂ / Algorithm

Program

\_T“

.\ . A AB, AR =X
Al A A2 ANA =X ) »/.\x »’ BayeSIan B, NB, ANB_ =Y
B, A B, v I Q.’ l . Alarm Ranker Bll N 322 N ﬁB“n Ly

Initial Rules Initial Learned
Bayesian Rules

CAnalyzer] Network 0\{/:\ ’/0

Learned
Bayesian Network

139

Inference

-

ﬂ
.\ /.\ /. ayesian
>C Q.’ _>[N§fn}1/ Ranke]
_

1

l Analyzer l

Labeled Alarms

RN

Jol
=

1....V
2....X
3....V
1.
2. ...
3. .....

_

Ranked Alarms




Utts7} QoL KHS

Cmd ::=Lv := e | Assume(e
=X | *E
=n|LvV|E+E]...

Lv
E

) | Call(e, e)

Edge(7, 8)

Edge(x, y)) = 0.99

( )

| Loop(e) Pr(Path(x, y) | Path(x, z), Edge(x, y),
( )

|

)
Path(x, z), Edge(x, vy),

Loop(7)

\ Path(6, 7) Edge(7, 11)
Overflow(&h Path(6, 8) Path(6, 11)ﬂ/erﬂow(11)

Alarm(8) Alarm(11)
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Path(x, y), Overflow(y)) =

0.99

) =
) =

0.99
0.99



e PL2IML 2] Z A 1: ML = 0|8t X &4

. E0|22 24: k=2|Bt02 0| 022 2H|S HE2 HZ

HO

o Of: 29f ol|A (abstract interpretation) O| Cr=X| 5= QHME 28, XS 28, 424 &

HRO 2M HE AUS SUS [, T2 SAMS ML, AIZ EARIE 0HICI0N THDIUCHD =BALIC
O Y¥EoRE =0|S 281} SHA02 LEAIE IR0 SOIECHD UBHLICH {0, 132) AIHOIA [0, 1)2)
MIHIE LIOFCIS 2011} 27 2111 LIQKI QST AUGHAR. E, TRI2H SIS AI2 LA [ H0IXI2
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