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PL vs ML

• 논리 기반


• 엄밀함 (문법, 실행 의미, 타입 등)


• 증명 가능, 해석 가능


• 올바른 답을 내지만 오래 걸릴 수도


• 못 푸는 문제도 있다 (예: 결정불가능)


• 사칙 연산, 논리 증명 등 잘함 (직렬순차)

5

• 확률 기반


• 유연함 (모든 것이 숫자, 벡터)


• 증명과 해석이 어려움


• 그럴듯한 답을 빨리 내지만 틀릴 수도


• 못 푸는 문제는 없다 (정확도가 낮을 뿐)


• 그림 맞추기, 번역하기 등 잘함 (병렬동시)
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• 논리 기반


• 엄밀함 (문법, 실행 의미, 타입 등)


• 증명 가능, 해석 가능


• 올바른 답을 내지만 오래 걸릴 수도


• 못 푸는 문제도 있다 (예: 결정불가능)


• 사칙 연산, 논리 증명 등 잘함 (직렬순차)

PL + ML?

6

• 확률 기반


• 유연함 (모든 것이 숫자, 벡터)


• 증명과 해석이 어려움


• 그럴듯한 답을 빨리 내지만 틀릴 수도


• 못 푸는 문제는 없다 (정확도가 낮을 뿐)


• 그림 맞추기, 번역하기 등 잘함 (병렬동시)
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몇 가지 경험과 사례

• 프로그램 분석 


• 유연한 프로그램 분석을 위한 지도 학습, 강화 학습


• 편리한 프로그램 분석을 위한 베이지안 추론


• 프로그램 변환과 합성


• 빠른 합성을 위한 언어 모델


• 빠른 변환을 위한 강화 학습

7
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프로그램 정적 분석

• SW 의 동작을 자동으로 예측하는 일반적이고 체계적인 방법


• 예측: 실행하기 전에 미리 (정적)


• 자동: 소프트웨어를 분석하는 소프트웨어 (“분석기”)


• 일반적: 언어와 성질에 국한되지 않음


• 체계적 : 요약 해석 (abstract interpretation) 이라는 이론에 기반


• 응용: 오류 검출, 검증, 보안, 코드 유지보수, 코드 최적화 등

“SW MRI”
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예제

9

 1: static char *curfinal = “HDACB  FE”; 
 2:  
 3: keysym = read_from_input(); 
 4:  
 5: if ((KeySym)(keysym) >= 0xFF9987) 
 6: { 
 7:     unparseputc((char)(keysym - 0xFF91 + ‘P’), pty); 
 8:     key = 1; 
 9: } 
10: else if (keysym >= 0) 
11: { 
12:     if (keysym < 16) 
13:     { 
14:         if (read_from_input()) 
15:         { 
16:             if (keysym >= 10) return; 
17:             curfinal[keysym] = 1; 
18:         } 
19:         else 
20:         { 
21:             curfinal[keysym] = 2; 
22:         } 
23:     } 
24:     if (keysym < 10) 
25:         unparseput(curfinal[keysym], pty); 
26: }

curfinal: buffer of size 10

keysym : any integer

keysym: [0, 15]

keysym: [0, 9]SAFE

size of curfinal: [10, 10] 
keysym: [0, 15]

Buffer-
overrun

SAFE

keysym: [0, 9]
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프로그램 분석의 고질적 문제

“… can be difficult to do without introducing large numbers of false 
positives, or scaling performance exponentially poorly. In this case, 
balancing these … caused us to miss the defect.” 

— On Detecting Heartbleed with Static Analysis, (Coverity, 2014)

program 
states

program 
states

error 
states

error 
states

false positives 
(spurious warnings)

false negatives 
(missed bugs)

10
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전통적인 프로그램 분석
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우리의 목표
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전통적인 프로그램 분석의 문제점

13
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전통적인 프로그램 분석의 문제점

14
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Program 
Analyzer

전통적인 프로그램 분석의 문제점

15

2. Unidirectional

Program
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Program 
Analyzer

전통적인 프로그램 분석의 문제점

3. Narrow-sighted

Program
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우리의 목표
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ML 을 이용한 정적 분석

18
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Optimal Precision 
Optimal Cost

Adaptive Program Analysis 
[SAS’16, OOPSLA’17, ICSE’17, ICSE’19]
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유연한 정적 분석

21

program states

error states

program states

error states

program states

error states

Sensitivity (knob)

Low Precision 
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정적 분석기 길들이기

22
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세상에 나쁜 정적 분석은 없다

23

정적 분석 훈련사 의뢰인 개발자
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공간탐색
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여러 사례

25

Abstraction 
(Knob) Cost Online/Offline Method Result

Variable Relationship Running Time Offline Supervised 
Learning [SAS’16]

Statement Order

Variable Relationship Running Time Offline Supervised 

Learning [OOPSLA’17]

Loop Unrolling

Library Call Handling Missed Bugs Offline Supervised 

Learning [ICSE’17]

Statement Order Memory Consumption Online Reinforcement 
Learning [ICSE’19]
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선별적으로 안전한 분석

• 정확도를 높이기 위해 안전성 (soundness) 을 포기하는 여러 전략


• 예: 유한번 순환문 풀기, 복잡한 라이브러리 함수 무시

26

Selectively Unsound

program states

error states

Uniformly Sound

program states

error states

false positive

Uniformly Unsound

program states

error states

false negative

while(e){ C } if(e){ C } A;lib();B; A;B;
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예제

27

str = “hello world”; 
for (i = 0; str[i]; i++) // buffer access 1 
  skip; 

size = positive_input(); 
for (i = 0; i < size; i ++) 
  skip; 

str[i] = ...             // buffer access 2   

str.size: [12, 12]

i: [0, +oo]

size: [0, +oo]

i: [0, +oo]

• 인터벌 도메인을 이용한 버퍼 오버런 분석기: 모든 순환문을 안전하게 분석



/ 99

예제

• 인터벌 도메인을 이용한 버퍼 오버런 분석기: 모든 순환문을 안전하지 않게 분석

28

str = “hello world”; 
i = 0; 
if (str[i])              // buffer access 1 
  skip; 

size = positive_input(); 
i = 0; 
if (i < size) 
  skip; 

str[i] = ...             // buffer access 2   

i: [0, 0]

i: [0, 0]
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예제

29

str = “hello world”; 
i = 0; 
if (str[i])              // buffer access 1 
  skip; 

size = positive_input(); 
for (i = 0; i < size; i++) 
  skip; 

str[i] = ...             // buffer access 2   

i: [0, 0]

i: [0, +oo]

• 인터벌 도메인을 이용한 버퍼 오버런 분석기: 필요할 때 적절히 안전성을 포기하는 분석
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문제 정의

• 목표: 안전성 포기 대상의 집합  찾기


• 최대한 많은 오류를 찾아내면서, 거짓 경보는 최소화


• 예: 순환문 (  ), 라이브러리 호출 (  )


• 분석: 해당 집합의 원소들에 안전성 포기 전략을 적용

π ∈ Π

Π = 2Loop Π = 2Lib

30

F 2 Pgm ⇥⇧ ! A
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조감도

31

Codebase

Training Data Generation Machine Learning

Training 
Data

F

�

Inferring  Harmless Unsoundness

Training Harmless Unsoundness

Test 
Program

Classifier

Figure 2: The overview of our system. Given static

analyzer F and codebase, our system automatically

generates training data. Using the training data, a

machine learning algorithm trains a classifier that

infers the new harmless unsoundness for the test

program.

in the codebase is collected as training data, and then ef-
fectively learnt by an anomaly detection algorithm. It is be-
cause 1) we can easily observe regular properties about the
harmless unsoundness for a static analysis, but not about the
other side; 2) there is usually much more training data for
harmless unsoundness than harmful one. We use the One-
Class SVM [17] classifier for this purpose.

3. OUR TECHNIQUE
In this section, we explain the details of our technique. Our

method first parameterizes the static analysis by soundness
(Section 3.1). Next, we describe our overall approach (Sec-
tion 3.2) and machine learning-based parameter inference
algorithm (Section 3.3).

3.1 Static Analysis Parameterized by Sound-
ness

We use a variant of the well-known setting for the param-
eterized static analysis [8], where the parameter dictates the
analysis’s soundness, not the analysis’s precision as typical
in the literature [8, 12, 26, 16]. Let P 2 Pgm be a program,
CP the set of program points of P , and JP a set of pro-
gram components for which we control the soundness. For
instance, JP denotes the set of loops, the set of library calls,
or the set of complex operations such as bitwise operations
made in the program. A soundness parameter ⇡ ✓ ⇧P of
program P is a set of program components

⇡ ✓ ⇧P = }(JP )

that specifies which program components to soundly ana-
lyze. For instance, when JP = {j1, · · · , jn} is the set of loops,
ji 2 ⇡ means that the ith loop in the program is selected
to be analyzed soundly, otherwise (ji 62 ⇡) the analysis be-
comes unsound for the loop: we unroll the loop only once
and ignore all the subsequent loop iterations. Let 1 be the
parameter where every component is selected and 0 the pa-
rameter where no component is selected. Thus, 1 (resp., 0)
represents the full soundness (resp., full unsoundness) with
respect to the soundness parameter space ⇧P . In the rest of

this paper, we omit subscript P (e.g., from CP , JP , and ⇧P )
when there is no confusion.
We model a static analyzer as a function

F : Pgm ⇥⇧ ! }(C)

which, given a program P and its soundness parameter ⇡,
returns alarms, a set of program points that the analyzer
concludes as dangerous.
Our goal is to find a sweet spot in the parameter space.

For instance, F (P,1) denotes the analysis that is fully sound
with respect to the parameter space ⇧, which can detect all
bugs typically at the cost of a large number of false alarms.
F (P,0) means the fully unsound analysis, which typically
reports the smallest number of false alarms (with respect
to the parameter space ⇧) but is at risk of missing a large
amount of real bugs as well. We aim to find a parameter
between them, where the analysis reports the fewest possible
false alarms yet still detects most of the real bugs.
Note that the existing parameter search algorithms for

static analyzers [8, 12, 26, 16] cannot be used for our pur-
pose. For a given program to analyze, the existing search
algorithms infer a precision setting by analyzing the pro-
gram a priori (either by iterative refinements [12, 26] or a
quick pre-analysis [16]). This approach, however, is feasible
only when the evaluation criterion (i.e., precision) can be de-
termined automatically. In our case, the evaluation involves
judging truth and falsehood of alarms from static analyzers,
which is undecidable in general. This explains why we take
a machine learning approach to infer soundness parameters.

3.2 Big Picture
As typical in other machine learning techniques, our method

consists of learning and testing phases.

Learning.
We first learn from an existing codebase a statistical model

M : Pgm ! ⇧ (1)

that predicts a soundness parameter for a given program.
Ideally, the output soundness parameter M(P ) describes
precision-e↵ective yet harmless unsoundness for program P ,
that is, the unsound treatment of program components in
M(P ) has no e↵ect on the capability to detect real bugs.
The codebase is a set of annotated programs

P = {(P1, B1), . . . , (Pn, Bn)}

where each program Pi 2 Pgm is associated with a set of
buggy program points Bi ✓ CPi .

Testing.
Using the model learnt from the codebase, we run the

static analysis for a new, unseen program P as follows:

F (P,M(P )).

That is, we first determine the soundness parameter (M(P ))
for the program P , and instantiate the static analysis with
the parameter.

3.3 Learning Harmless Unsoundness
Now, we explain the learning phase. We use a supervised

learning, where a classifier is learnt from a set of training
examples. Since we use the One-Class SVM, the training
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학습 데이터 수집

• 오류 지점이 알려져 있는 프로그램 집합 + 안전성을 조절할 수 있는 분석기


• 안전성 포기 전략이 적용되었을 때 1) 거짓 경보는 줄어들고, 2) 오류는 하나도 놓치지 않는 대상

32

loop 1

loop 2

loop 3


...

loop n

training pgm

# true alarms

# false alarms

5

10

5

8

4

10

5

5

loop 1

loop 2

loop 3


...

if n

if 1

loop 2

loop 3


...

loop n

loop 1

if 2


loop 3

...


loop n

loop 1

loop 2


if 3

...


loop n

…

3

3



/ 99

특징 벡터와 학습

• 각 데이터를 특징 벡터 (feature vector) 로 표현

33

f(x) = <f1(x), f2(x), …, fn(x)>

f(loop1) = <1, 0, …, 1>

f(loop2) = <0, 1, …, 1>

f(lib1) = <0, 1, …, 0>

f(lib2) = <1, 1, …, 1>

• 데이터를 토대로 분류기 (classifier) 를 학습


• 널리 알려진 학습 알고리즘 이용 (예: SVM)
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순환문의 특징 벡터

• 22 가지 구문적, 의미적 특징

34

Target Feature Property Type Description

Loop

Null Syntactic Binary Whether the loop condition contains nulls or not
Const Syntactic Binary Whether the loop condition contains constants or not
Array Syntactic Binary Whether the loop condition contains array accesses or not

Conjunction Syntactic Binary Whether the loop condition contains && or not
IdxSingle Syntactic Binary Whether the loop condition contains an index for a single array in the loop

IdxMulti Syntactic Binary Whether the loop condition contains an index for multiple arrays in the loop
IdxOutside Syntactic Binary Whether the loop condition contains an index for an array outside of the loop

InitIdx Syntactic Binary Whether an index is initialized before the loop
Exit Syntactic Numeric The (normalized) number of exits in the loop
Size Syntactic Numeric The (normalized) size of the loop

ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc Syntactic Numeric The (normalized) number of arithmetic increments in the loop

PointerInc Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune Semantic Binary Whether the loop condition prunes the abstract state or not
Input Semantic Binary Whether the loop condition is determined by external inputs
GVar Semantic Binary Whether global variables are accessed in the loop condition

FinInterval Semantic Binary Whether a variable has a finite interval value in the loop condition
FinArray Semantic Binary Whether a variable has a finite size of array in the loop condition
FinString Semantic Binary Whether a variable has a finite string in the loop condition

LCSize Semantic Binary Whether a variable has an array of which the size is a left-closed interval
LCOffset Semantic Binary Whether a variable has an array of which the offset is a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop

Library

Const Syntactic Binary Whether the parameters contain constants or not
Void Syntactic Binary Whether the return type is void or not

Int Syntactic Binary Whether the return type is int or not
CString Syntactic Binary Whether the function is declared in string.h or not

InsideLoop Syntactic Binary Whether the function is called in a loop or not
#Args Syntactic Numeric The (normalized) number of arguments

DefParam Semantic Binary Whether a parameter are defined in a loop or not
UseRet Semantic Binary Whether the return value is used in a loop or not

UptParam Semantic Binary Whether a parameter is update via the library call
Escape Semantic Binary Whether the return value escapes the caller

GVar Semantic Binary Whether a parameters points to a global variable
Input Semantic Binary Whether a parameters are determined by external inputs

FinInterval Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments

#ArgString Semantic Numeric The (normalized) number of string arguments

Fig. 5. Features for typical loops and library calls in C programs

B. Effectiveness of Our Approach

We evaluate the effectiveness of our approach by compar-
ing precision of SELECTIVE to that of the other analyzers,
BASELINE and UNIFORM. We use cross-validation, a model
validation technique for assessing how the results of a statis-
tical analysis will generalize to new data. We show the results
from three types of cross-validation: leave-one-out, 2-fold, and
3-fold cross-validation.

1) Leave-one-out Cross-validation: This is one of the most
common types of cross-validation, which uses one observation
as the validation set and the remaining observations as the
training set. In case of the interval analysis, for example,
among the 23 benchmark programs, one program is used
for validating and measuring the effectiveness of the learned
model, and the other remaining 22 programs are used for
training.

Table I shows the results of the leave-one-out cross-
validation for the interval analysis. We measured the number of
true (T) and false (F) alarms from BASELINE, UNIFORM, and
SELECTIVE. In terms of true alarms, BASELINE detects 118
real bugs (FNR: 14.5%) in the programs. While UNIFORM de-
tects only 33 bugs (FNR: 76.1%), SELECTIVE effectively de-

BASELINE SELECTIVE UNIFORM
Program LOC Bug T F T F T F
SM-1 0.5K 28 28 18 28 15 13 5
SM-2 0.8K 2 2 16 1 4 0 0
SM-3 0.7K 3 3 3 3 3 0 0
SM-4 0.7K 10 10 6 10 6 6 0
SM-5 1.7K 3 3 6 3 6 0 0
SM-6 0.4K 1 0 0 0 0 0 0
SM-7 1.1K 2 2 32 0 2 0 0
BIND-1 1.2K 1 1 35 1 33 0 0
BIND-2 1.7K 1 1 45 0 41 0 0
BIND-3 0.5K 1 1 4 0 1 0 0
BIND-4 1.1K 2 2 0 0 0 0 0
FTP-1 0.8K 4 4 13 4 3 0 0
FTP-2 1.5K 1 1 7 1 6 0 3
FTP-3 1.5K 24 24 25 23 17 7 12
polymorph-0.4.0 0.7K 10 10 6 3 6 0 6
ncompress-4.2.4 1.9K 12 0 10 4 0 0 0
129.compress 2.0K 7 7 34 7 14 4 7
spell-1.0 2.2K 1 0 0 0 0 0 0
man-1.5h1 4.7K 6 5 60 1 28 0 13
256.bzip2 4.7K 3 3 149 3 21 3 21
gzip-1.2.4a 8.2K 13 11 87 8 34 0 24
bc-1.06 17.0K 2 0 57 0 10 0 9
sed-4.0.8 25.9K 1 0 64 0 14 0 4
Total 138 118 677 100 264 33 104

TABLE I
THE NUMBER OF ALARMS IN INTERVAL ANALYSIS
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라이브러리 호출의 특징 벡터

• 15 가지 구문적, 의미적 특징

35

Target Feature Property Type Description

Loop

Null Syntactic Binary Whether the loop condition contains nulls or not
Const Syntactic Binary Whether the loop condition contains constants or not
Array Syntactic Binary Whether the loop condition contains array accesses or not

Conjunction Syntactic Binary Whether the loop condition contains && or not
IdxSingle Syntactic Binary Whether the loop condition contains an index for a single array in the loop

IdxMulti Syntactic Binary Whether the loop condition contains an index for multiple arrays in the loop
IdxOutside Syntactic Binary Whether the loop condition contains an index for an array outside of the loop

InitIdx Syntactic Binary Whether an index is initialized before the loop
Exit Syntactic Numeric The (normalized) number of exits in the loop
Size Syntactic Numeric The (normalized) size of the loop

ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc Syntactic Numeric The (normalized) number of arithmetic increments in the loop

PointerInc Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune Semantic Binary Whether the loop condition prunes the abstract state or not
Input Semantic Binary Whether the loop condition is determined by external inputs
GVar Semantic Binary Whether global variables are accessed in the loop condition

FinInterval Semantic Binary Whether a variable has a finite interval value in the loop condition
FinArray Semantic Binary Whether a variable has a finite size of array in the loop condition
FinString Semantic Binary Whether a variable has a finite string in the loop condition

LCSize Semantic Binary Whether a variable has an array of which the size is a left-closed interval
LCOffset Semantic Binary Whether a variable has an array of which the offset is a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop

Library

Const Syntactic Binary Whether the parameters contain constants or not
Void Syntactic Binary Whether the return type is void or not

Int Syntactic Binary Whether the return type is int or not
CString Syntactic Binary Whether the function is declared in string.h or not

InsideLoop Syntactic Binary Whether the function is called in a loop or not
#Args Syntactic Numeric The (normalized) number of arguments

DefParam Semantic Binary Whether a parameter are defined in a loop or not
UseRet Semantic Binary Whether the return value is used in a loop or not

UptParam Semantic Binary Whether a parameter is update via the library call
Escape Semantic Binary Whether the return value escapes the caller

GVar Semantic Binary Whether a parameters points to a global variable
Input Semantic Binary Whether a parameters are determined by external inputs

FinInterval Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments

#ArgString Semantic Numeric The (normalized) number of string arguments
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B. Effectiveness of Our Approach

We evaluate the effectiveness of our approach by compar-
ing precision of SELECTIVE to that of the other analyzers,
BASELINE and UNIFORM. We use cross-validation, a model
validation technique for assessing how the results of a statis-
tical analysis will generalize to new data. We show the results
from three types of cross-validation: leave-one-out, 2-fold, and
3-fold cross-validation.

1) Leave-one-out Cross-validation: This is one of the most
common types of cross-validation, which uses one observation
as the validation set and the remaining observations as the
training set. In case of the interval analysis, for example,
among the 23 benchmark programs, one program is used
for validating and measuring the effectiveness of the learned
model, and the other remaining 22 programs are used for
training.

Table I shows the results of the leave-one-out cross-
validation for the interval analysis. We measured the number of
true (T) and false (F) alarms from BASELINE, UNIFORM, and
SELECTIVE. In terms of true alarms, BASELINE detects 118
real bugs (FNR: 14.5%) in the programs. While UNIFORM de-
tects only 33 bugs (FNR: 76.1%), SELECTIVE effectively de-

BASELINE SELECTIVE UNIFORM
Program LOC Bug T F T F T F
SM-1 0.5K 28 28 18 28 15 13 5
SM-2 0.8K 2 2 16 1 4 0 0
SM-3 0.7K 3 3 3 3 3 0 0
SM-4 0.7K 10 10 6 10 6 6 0
SM-5 1.7K 3 3 6 3 6 0 0
SM-6 0.4K 1 0 0 0 0 0 0
SM-7 1.1K 2 2 32 0 2 0 0
BIND-1 1.2K 1 1 35 1 33 0 0
BIND-2 1.7K 1 1 45 0 41 0 0
BIND-3 0.5K 1 1 4 0 1 0 0
BIND-4 1.1K 2 2 0 0 0 0 0
FTP-1 0.8K 4 4 13 4 3 0 0
FTP-2 1.5K 1 1 7 1 6 0 3
FTP-3 1.5K 24 24 25 23 17 7 12
polymorph-0.4.0 0.7K 10 10 6 3 6 0 6
ncompress-4.2.4 1.9K 12 0 10 4 0 0 0
129.compress 2.0K 7 7 34 7 14 4 7
spell-1.0 2.2K 1 0 0 0 0 0 0
man-1.5h1 4.7K 6 5 60 1 28 0 13
256.bzip2 4.7K 3 3 149 3 21 3 21
gzip-1.2.4a 8.2K 13 11 87 8 34 0 24
bc-1.06 17.0K 2 0 57 0 10 0 9
sed-4.0.8 25.9K 1 0 64 0 14 0 4
Total 138 118 677 100 264 33 104

TABLE I
THE NUMBER OF ALARMS IN INTERVAL ANALYSIS

Target Feature Property Type Description

Loop

Null Syntactic Binary Whether the loop condition contains nulls or not
Const Syntactic Binary Whether the loop condition contains constants or not
Array Syntactic Binary Whether the loop condition contains array accesses or not

Conjunction Syntactic Binary Whether the loop condition contains && or not
IdxSingle Syntactic Binary Whether the loop condition contains an index for a single array in the loop

IdxMulti Syntactic Binary Whether the loop condition contains an index for multiple arrays in the loop
IdxOutside Syntactic Binary Whether the loop condition contains an index for an array outside of the loop

InitIdx Syntactic Binary Whether an index is initialized before the loop
Exit Syntactic Numeric The (normalized) number of exits in the loop
Size Syntactic Numeric The (normalized) size of the loop

ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc Syntactic Numeric The (normalized) number of arithmetic increments in the loop

PointerInc Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune Semantic Binary Whether the loop condition prunes the abstract state or not
Input Semantic Binary Whether the loop condition is determined by external inputs
GVar Semantic Binary Whether global variables are accessed in the loop condition

FinInterval Semantic Binary Whether a variable has a finite interval value in the loop condition
FinArray Semantic Binary Whether a variable has a finite size of array in the loop condition
FinString Semantic Binary Whether a variable has a finite string in the loop condition

LCSize Semantic Binary Whether a variable has an array of which the size is a left-closed interval
LCOffset Semantic Binary Whether a variable has an array of which the offset is a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop

Library

Const Syntactic Binary Whether the parameters contain constants or not
Void Syntactic Binary Whether the return type is void or not

Int Syntactic Binary Whether the return type is int or not
CString Syntactic Binary Whether the function is declared in string.h or not

InsideLoop Syntactic Binary Whether the function is called in a loop or not
#Args Syntactic Numeric The (normalized) number of arguments

DefParam Semantic Binary Whether a parameter are defined in a loop or not
UseRet Semantic Binary Whether the return value is used in a loop or not

UptParam Semantic Binary Whether a parameter is update via the library call
Escape Semantic Binary Whether the return value escapes the caller

GVar Semantic Binary Whether a parameters points to a global variable
Input Semantic Binary Whether a parameters are determined by external inputs

FinInterval Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments

#ArgString Semantic Numeric The (normalized) number of string arguments

Fig. 5. Features for typical loops and library calls in C programs

B. Effectiveness of Our Approach

We evaluate the effectiveness of our approach by compar-
ing precision of SELECTIVE to that of the other analyzers,
BASELINE and UNIFORM. We use cross-validation, a model
validation technique for assessing how the results of a statis-
tical analysis will generalize to new data. We show the results
from three types of cross-validation: leave-one-out, 2-fold, and
3-fold cross-validation.

1) Leave-one-out Cross-validation: This is one of the most
common types of cross-validation, which uses one observation
as the validation set and the remaining observations as the
training set. In case of the interval analysis, for example,
among the 23 benchmark programs, one program is used
for validating and measuring the effectiveness of the learned
model, and the other remaining 22 programs are used for
training.

Table I shows the results of the leave-one-out cross-
validation for the interval analysis. We measured the number of
true (T) and false (F) alarms from BASELINE, UNIFORM, and
SELECTIVE. In terms of true alarms, BASELINE detects 118
real bugs (FNR: 14.5%) in the programs. While UNIFORM de-
tects only 33 bugs (FNR: 76.1%), SELECTIVE effectively de-

BASELINE SELECTIVE UNIFORM
Program LOC Bug T F T F T F
SM-1 0.5K 28 28 18 28 15 13 5
SM-2 0.8K 2 2 16 1 4 0 0
SM-3 0.7K 3 3 3 3 3 0 0
SM-4 0.7K 10 10 6 10 6 6 0
SM-5 1.7K 3 3 6 3 6 0 0
SM-6 0.4K 1 0 0 0 0 0 0
SM-7 1.1K 2 2 32 0 2 0 0
BIND-1 1.2K 1 1 35 1 33 0 0
BIND-2 1.7K 1 1 45 0 41 0 0
BIND-3 0.5K 1 1 4 0 1 0 0
BIND-4 1.1K 2 2 0 0 0 0 0
FTP-1 0.8K 4 4 13 4 3 0 0
FTP-2 1.5K 1 1 7 1 6 0 3
FTP-3 1.5K 24 24 25 23 17 7 12
polymorph-0.4.0 0.7K 10 10 6 3 6 0 6
ncompress-4.2.4 1.9K 12 0 10 4 0 0 0
129.compress 2.0K 7 7 34 7 14 4 7
spell-1.0 2.2K 1 0 0 0 0 0 0
man-1.5h1 4.7K 6 5 60 1 28 0 13
256.bzip2 4.7K 3 3 149 3 21 3 21
gzip-1.2.4a 8.2K 13 11 87 8 34 0 24
bc-1.06 17.0K 2 0 57 0 10 0 9
sed-4.0.8 25.9K 1 0 64 0 14 0 4
Total 138 118 677 100 264 33 104

TABLE I
THE NUMBER OF ALARMS IN INTERVAL ANALYSIS
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성능

• 두 가지 분석


• 정수 구간 (interval) 분석: 138 버퍼 오버런 오류 / 23 프로그램


• 오염 (taint) 분석: 106 포맷 스트링 오류 / 13 프로그램
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여러 사례

37

Abstraction 
(Knob) Cost Online/Offline Method Result

Variable Relationship Running Time Offline Supervised 
Learning [SAS’16]

Statement Order

Variable Relationship Running Time Offline Supervised 

Learning [OOPSLA’17]

Loop Unrolling

Library Call Handling Missed Bugs Offline Supervised 

Learning [ICSE’17]

Statement Order Memory Consumption Online Reinforcement 
Learning [ICSE’19]
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분석기 사용자의 어려움

39

Sensitivity: 0% 
emacs-26.0.91  

(503KLOC) 

Memory: 
18GB

Sensitivity: 5% 
emacs-26.0.91  

(503KLOC) 

Memory: 
> 128GB

Sensitivity: 0% 
vim60 

(227KLOC) 

Memory: 
51GB

<<

> <<

• 분석기 동작을 예측하기가 상당히 어려움


• 단순한 구문적 특징 (예: 소스 코드 크기) 으로는 예측하기 어려움


• 복잡한 의미 구조가 결정하므로 분석 전문가가 아니면 이해하기 어려움
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자원 소모량을 스스로 고려하는 정적 분석

• 주어진 자원 한도 내에서 가능한 최대 정확도를 자동으로 달성하는 기술


• 예: 128GB 메모리

40

Analysis Progress

Resource 
Usage Precision

Budget

Low-sensitivity

High-sensitivity Adaptive approach
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요약 정도 조절 장치

• Flow-sensitivity: 구문의 순서를 요약하는 정도

41

1: x = 0;  
2: y = 1; 
3: x = 1; 
4: y = 0;

Flow-sensitive

1: x = 0;

2: y = 1;

3: x = 1;

4: y = 0;

Flow-insensitive

Line State

1 {x = [0,0]}

2 {x = [0,0], y = [1,1]}

3 {x = [1,1], y = [1,1]}

4 {x = [1,1], y = [0,0]}

Line State

* {x = [0, 1], y = [0, 1]}

Partially Flow-sensitive

1: x = 0; 
3: x = 1;

2: y = 1;

4: y = 0;

Line FS FI

1 {x = [0,0]}

{y = [0, 1]}
2 {x = [0,0]}

3 {x = [1,1]}

4 {x = [1,1]}
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

42

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)



/ 82

예제

43

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

Line Flow-Sensitive Abstract State

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

3 {x = [1,1], y = [0,0], z = [2,2], v = ⊤, w = ⊤}

4 {x = [1,1], y = [1,1], z = [2,2], v = ⊤, w = ⊤}

12 Intervals3 Intervals

• Partially flow-sensitive interval analysis (budget: 10 intervals)
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예제

44

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

Line Flow-Sensitive Abstract State

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

3 {x = [1,1], y = [0,0], z = [2,2], v = ⊤, w = ⊤}

4 {x = [1,1], y = [1,1], z = [2,2], v = ⊤, w = ⊤}
6 Intervals

• Partially flow-sensitive interval analysis (budget: 10 intervals)
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예제

45

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

Line Flow-Sensitive Abstract State

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

3 {x = [1,1], y = [0,0], z = [2,2], v = ⊤, w = ⊤}

4 {x = [1,1], y = [1,1], z = [2,2], v = ⊤, w = ⊤}

12 Intervals

• Partially flow-sensitive interval analysis (budget: 10 intervals)
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예제

46

Line Flow-Insensitive Abstract State

* {x = [0,+∞], y = [0,+∞], z = [1,+∞], v = ⊤, w = ⊤}

3 Intervals

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

• Partially flow-sensitive interval analysis (budget: 10 intervals)



/ 82

유연한 정적 분석

47

AnalyzerInput Result

ControllerModel

• 분석 도중에 요약 정도를 스스로 조절


• 여러 분석 데이터를 기반으로 확률 모델과 조절 장치를 스스로 학습
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변수에 관한 확률 모델

• Model M : Variable → [0, 1]


• Importance of each variable in terms of flow-sensitivity


• Learned using Bayesian Optimization


• represent variables as feature vectors and learn weights of features

48

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

M(x) > > M(w)M(y) > M(z) > M(v)
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요약 조절 장치

• 조절 함수 𝛑 : F → Pr(A) 이고 A = {0, …, 100} 

• 입력: 현재 상태를 나타내는 특징 벡터


• 예: 메모리 사용량, 분석 진행도


• 출력: 지금부터 몇 % 변수를 순서 무관하게 분석할지에 관한 확률 분포


• 강화 학습 방법을 이용하여 학습

49
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

50

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

Model:   M(x) > M(y) > M(z) > M(v) > M(w)
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

51

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

6 Intervals

Model:   M(x) > M(y) > M(z) > M(v) > M(w)

Line Flow-Sensitive Abstract State

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤, w = ⊤}

2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤, w = ⊤}
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

52

Line Flow-Sensitive Flow-Insensitive

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤}
{w = ⊤}

2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤}

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

6 Intervals

Model:   M(x) > M(y) > M(z) > M(v) > M(w)
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

53

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

9 Intervals

Model:   M(x) > M(y) > M(z) > M(v) > M(w)

Line Flow-Sensitive Flow-Insensitive

1 {x = [0,0], y = [0,0], z = [1,1], v = ⊤}

{w = ⊤}2 {x = [1,1], y = [0,0], z = [1,1], v = ⊤}

3 {x = [1,1], y = [0,0], z = [2,2], v = ⊤}
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

54

Line Flow-Sensitive Flow-Insensitive

1 {x = [0,0], y = [0,0]}
{z = [1,+∞],


v = ⊤, w = ⊤}2 {x = [1,+∞], y = [0,0]}

3 {x = [1,+∞], y = [0,0]}

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

6 Intervals

Model:   M(x) > M(y) > M(z) > M(v) > M(w)
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예제

• Partially flow-sensitive interval analysis (budget: 10 intervals)

55

Line Flow-Sensitive Flow-Insensitive

1 {x = [0,0], y = [0,0]}

{z = [1,+∞],

v = ⊤, w = ⊤}

2 {x = [1,+∞], y = [0,0]}

3 {x = [1,+∞], y = [0,0]}

4 {x = [1,+∞], y = [1,+∞]}

1: x = 0; y = 0; z = 1; v = input(); w = input(); 
2: x = z; 
3: z = z + 1; 
4: y = x; 
5: assert(y > 0);    // Query 1 (hold) 
6: assert(z > 0);    // Query 2 (hold) 
7: assert(v == w);   // Query 3 (may fail)

8 Intervals

Model:   M(x) > M(y) > M(z) > M(v) > M(w)
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요약 조절 장치 학습

• 조절 함수 𝛑 : F → Pr(A) 이고 A = {0, …, 100} 

• 입력: 현재 상태를 나타내는 특징 벡터


• 예: 메모리 사용량, 분석 진행도


• 출력: 지금부터 몇 % 변수를 순서 무관하게 분석할지에 관한 확률 분포


• Value function Q : F × A → [0, 1] : 각 특징 벡터와 행동에 관한 점수


• 𝛑Q(f)(a) =  

56

Q( f, a)
∑a′ ∈A Q( f, a′ )
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Value Function

• 특징 요약 함수 𝜶 : State → F  이고  F = [0, 1]4


1. The inverse of memory budget


2. Current memory consumption divided by the total budget


3. Current lattice position divided by the lattice height


4. Current workset size divided by the total workset size


• 보상 함수: FI 와 FS 사이에서 표준화한 상대적 알람 개수


• 0 if #alarms = #flow-insensitive alarms


• 1 if #alarms = #flow-sensitive alarms

57

Q : F × A → [0, 1]
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학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용

58

1. Initialize 𝛑 with a random policy
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학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용

59

s0 s1 s2 s3 R = 0.7
a0 a1 a2

2. Run the analysis with 𝛑



/ 99

학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용

60

s0 s1 s2 s3 R = 0.7
a0 a1 a2

3. Collect all state-action pairs and the reward

D1 = {(<𝜶(s0), a0>, 0.7), (<𝜶(s1), a1>, 0.7), (<𝜶(s2), a2>, 0.7)}
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학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용

61

s0 s1 s2 s3 R = 0.7
a0 a1 a2

4. Learn Q using D1 with a supervised learning algorithm

Q = SupervisedLearning(D1)
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학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용

62

s0 s1 s2 s3 R = 0.7
a0 a1 a2

5. Refine 𝛑 using Q

Q( f, a)
∑a′ ∈A Q( f, a′ )

𝛑Q(f)(a) =  
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학습 알고리즘

• 미리 제공된 학습 데이터와 강화 학습 알고리즘 이용
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6. Run the analysis with refined 𝛑

s0 s1 s2 s3 R = 0.7
a0 a1 a2

s4 R = 1.0

a3
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7. Accumulate data

s0 s1 s2 s3 R = 0.7
a0 a1 a2

s4 R = 1.0

a3

D2 = D1 ∪ {(<𝜶(s0), a0>, 1.0), (<𝜶(s4), a4>, 1.0)}
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8. Refine Q using D2 with a supervised learning algorithm

s0 s1 s2 s3 R = 0.7
a0 a1 a2

s4 R = 1.0

a3

Q = SupervisedLearning(D2)
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…

s0 s1 s2 s3 R = 0.7
a0 a1 a2

s4 R = 1.0

a3
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효과

• Achieving maximum precision within a given resource budget


• e.g., within 128GB of memory

68

Analysis Progress

Resource 
Usage Precision

Budget

Low-sensitivity

High-sensitivity My approach기존 방식* 
(10% flow-sensitivity)

자동 조절 장치 기반 

• 3/8 run out of memory (128GB)


• 27% of buffer overrun alarms !

• 30% of null dereference alarms !

• 0/8 run out of memory (64 / 128GB)


• 28—32% of buffer overrun alarms !
• 33—41% of null dereference alarms !

*Kihong Heo, Hakjoo Oh, Hongseok Yang, Kwangkeun Yi. Adapting Static Analysis via Learning with Bayesian Optimization. ACM TOPLAS, 2018
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• 각 대상의 특징 (feature) 을 수동으로 정의해야 함
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Target Feature Property Type Description

Loop

Null Syntactic Binary Whether the loop condition contains nulls or not
Const Syntactic Binary Whether the loop condition contains constants or not
Array Syntactic Binary Whether the loop condition contains array accesses or not

Conjunction Syntactic Binary Whether the loop condition contains && or not
IdxSingle Syntactic Binary Whether the loop condition contains an index for a single array in the loop
IdxMulti Syntactic Binary Whether the loop condition contains an index for multiple arrays in the loop

IdxOutside Syntactic Binary Whether the loop condition contains an index for an array outside of the loop
InitIdx Syntactic Binary Whether an index is initialized before the loop

Exit Syntactic Numeric The (normalized) number of exits in the loop
Size Syntactic Numeric The (normalized) size of the loop

ArrayAccess Syntactic Numeric The (normalized) number of array accesses in the loop
ArithInc Syntactic Numeric The (normalized) number of arithmetic increments in the loop

PointerInc Syntactic Numeric The (normalized) number of pointer increments in the loop
Prune Semantic Binary Whether the loop condition prunes the abstract state or not
Input Semantic Binary Whether the loop condition is determined by external inputs
GVar Semantic Binary Whether global variables are accessed in the loop condition

FinInterval Semantic Binary Whether a variable has a finite interval value in the loop condition
FinArray Semantic Binary Whether a variable has a finite size of array in the loop condition
FinString Semantic Binary Whether a variable has a finite string in the loop condition

LCSize Semantic Binary Whether a variable has an array of which the size is a left-closed interval
LCO↵set Semantic Binary Whether a variable has an array of which the offset is a left-closed interval
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the loop

Library

Const Syntactic Binary Whether the parameters contain constants or not
Void Syntactic Binary Whether the return type is void or not
Int Syntactic Binary Whether the return type is int or not

CString Syntactic Binary Whether the function is declared in string.h or not
InsideLoop Syntactic Binary Whether the function is called in a loop or not

#Args Syntactic Numeric The (normalized) number of arguments
DefParam Semantic Binary Whether a parameter are defined in a loop or not

UseRet Semantic Binary Whether the return value is used in a loop or not
UptParam Semantic Binary Whether a parameter is update via the library call

Escape Semantic Binary Whether the return value escapes the caller
GVar Semantic Binary Whether a parameters points to a global variable
Input Semantic Binary Whether a parameters are determined by external inputs

FinInterval Semantic Binary Whether a parameter have a finite interval value
#AbsLoc Semantic Numeric The (normalized) number of abstract locations accessed in the arguments

#ArgString Semantic Numeric The (normalized) number of string arguments

Figure 5. Features for typical loops and library calls in C programs

a fully sound version (SOUND), a fully unsound version
(UNSOUND), and a selectively unsound version (SELECTIVE).
In the interval analysis for buffer-overflow errors, UNSOUND
is set to be uniformly unsound for every loop and library call,
and SELECTIVE is selectively unsound for them. In the taint
analysis for format string vulnerabilities, UNSOUND is uni-
formly unsound for all the library calls (but not for loops),
and SELECTIVE is selectively unsound for them.

To implement the OC-SVM classifier, we used scikit-
learn machine-learning package [15] with the default setting
of the algorithm (specifically, we used the radial basis func-
tion (RBF) kernel with � = 0.1 and ⌫ = 0.2).

Benchmark Our experiments were performed on 36 pro-
grams whose buggy program points are known. They are
the programs from open source software packages or pre-
vious work on static analysis evaluations [8, 22]. Table 1

and 2 contain the list of the benchmark programs. SM-X,
BIND-X, and FTP-X are model programs from [22], which
contain buffer overflow vulnerabilities. Bugs in the other
open source software packages are either reported by Bug-
bench [8] or found by ourselves. In total, our benchmark
programs have 142 real buffer-overflow bugs and 106 real
format string bugs.

5.1 Effectiveness of Our Approach
We evaluate the effectiveness of our approach by compar-
ing precision of SELECTIVE to that of the other analyzers,
SOUND and UNSOUND. We use cross-validation, a model
validation technique for assessing how the results of a sta-
tistical analysis will generalize to new data. We show the
results from three types of cross-validation: leave-one-out,
2-fold, and 3-fold cross-validation.

The starting point of our extension is to define the data-
dependency with respect to L:

c0
l L cn = 9[c0, c1, . . . , cn] 2 Paths, l 2 L.

l 2 D(c0) \ U(cn) ^ 80 < i < n. l 62 D(ci)

The main modification lies in a new requirement that in order
for c0

l L cn to hold, the location l should be included in the
set L. With this notion of data dependency, we next define
an abstract transfer function:

FL(X) = �c. fc(s
0)

where s0(l) =

⇢
X(c)(l) (l 62 L)F

c0
l Lc

X(c0)(l) otherwise

This definition says that when we collect an abstract state
right before c, we use the flow-insensitive result sI(l) for a
location not in L, and follow the original treatment for those
in L. An analysis in our extension computes lfpX0

FL, where
the initial X0 2 D is built by associating the results of the
flow-insensitive analysis (i.e., values of sI ) with all locations
not selected by L (i.e., L \ L):

X0(c)(l) =

⇢
sI(l) l 62 L
? otherwise

Note that L determines the degree of flow-sensitivity. For
instance, when L = L, the analysis becomes an ordinary
flow-sensitive sparse analysis. On the other hand, when L =
;, the analysis is just a flow-insensitive analysis. The set L is
what we call abstraction in Section 3: abstraction locations
in L form JP in that section, and subsets of these locations,
such as L, are abstractions there, which are expressed in
terms of sets, rather than boolean functions. Our approach
provides a parameterised strategy for selecting the set L
that makes the analysis comparable to the flow-sensitive
version for precision and to the flow-insensitive one for
performance. In particular, it gives a method for learning
parameters in that strategy.

Features The features for our partially flow-sensitive anal-
yses describe syntactic or semantic properties of abstract lo-
cations, namely, program variables, structure fields and al-
location sites. Note that this is what our approach instructs,
because these locations form the set JP in Section 3 and are
parts of P where we control the precision of an analysis.

In our implementation, we used 45 features shown in Ta-
ble 2, which describe how program variables, structure fields
or allocation sites are used in typical C programs. When
picking these features, we decided to focus on expressive-
ness, and included a large number of features, instead of try-
ing to choose only important features. Our idea was to let
our learning algorithm automatically find out such important
ones among our features.

Our features are grouped into Type A and Type B in the
table. A feature of Type A describes a simple, atomic prop-
erty for a program variable, a structure field or an alloca-
tion site, e.g., whether it is a local variable or not. A feature

Type # Features
A 1 local variable

2 global variable
3 structure field
4 location created by dynamic memory allocation
5 defined at one program point
6 location potentially generated in library code
7 assigned a constant expression (e.g., x = c1 + c2)
8 compared with a constant expression (e.g., x < c)
9 compared with an other variable (e.g., x < y)
10 negated in a conditional expression (e.g., if (!x))
11 directly used in malloc (e.g., malloc(x))
12 indirectly used in malloc (e.g., y = x; malloc(y))
13 directly used in realloc (e.g., realloc(x))
14 indirectly used in realloc (e.g., y = x; realloc(y))
15 directly returned from malloc (e.g., x = malloc(e))
16 indirectly returned from malloc
17 directly returned from realloc (e.g., x = realloc(e))
18 indirectly returned from realloc
19 incremented by one (e.g., x = x + 1)
20 incremented by a constant expr. (e.g., x = x + (1+2))
21 incremented by a variable (e.g., x = x + y)
22 decremented by one (e.g., x = x - 1)
23 decremented by a constant expr (e.g., x = x - (1+2))
24 decremented by a variable (e.g., x = x - y)
25 multiplied by a constant (e.g., x = x * 2)
26 multiplied by a variable (e.g., x = x * y)
27 incremented pointer (e.g., p++)
28 used as an array index (e.g., a[x])
29 used in an array expr. (e.g., x[e])
30 returned from an unknown library function
31 modified inside a recursive function
32 modified inside a local loop
33 read inside a local loop

B 34 1 ^ 8 ^ (11 _ 12)
35 2 ^ 8 ^ (11 _ 12)
36 1 ^ (11 _ 12) ^ (19 _ 20)
37 2 ^ (11 _ 12) ^ (19 _ 20)
38 1 ^ (11 _ 12) ^ (15 _ 16)
39 2 ^ (11 _ 12) ^ (15 _ 16)
40 (11 _ 12) ^ 29
41 (15 _ 16) ^ 29
42 1 ^ (19 _ 20) ^ 33
43 2 ^ (19 _ 20) ^ 33
44 1 ^ (19 _ 20) ^ ¬33
45 2 ^ (19 _ 20) ^ ¬33

Table 2. Features for partially flow-sensitive analysis. Fea-
tures of Type A denote simple syntactic or semantic proper-
ties for abstract locations (that is, program variables, struc-
ture fields and allocation sites). Features of Type B are var-
ious combinations of simple features, and express patterns
that variables are used in programs.

Title Suppressed Due to Excessive Length 13

these assignments set up relationships between x and y that can be expressed
only approximately by Octagon. We have found that detecting both good and
bad situations is important for learning an e↵ective strategy. The remaining fea-
tures (12–30) describe various syntactic and semantics properties about variable
pairs that detect programming patterns in typical C programs. For the semantic
features, we used a flow-insensitive analysis that quickly computes interval and
pointer information.

i Description of feature fi(P, (x, y)). k represents a constant.
1 P contains an assignment x = y + k or y = x+ k.
2 P contains a guard x  y + k or y  x+ k.
3 P contains a malloc of the form x = malloc(y) or y = malloc(x).
4 P contains a command x = strlen(y) or y = strlen(x).
5 P sets x to strlen(y) or y to strlen(x) indirectly, as in t = strlen(y);x = t.
6 P contains an expression of the form x[y] or y[x].
7 P contains an expression that multiplies x or y by a constant di↵erent from 1.
8 P contains an expression that multiplies x or y by a variable.
9 P contains an expression that divides x or y by a variable.
10 P contains an expression that has x or y as an operan of bitwise operations.
11 P contains an assignment that updates x or y using non-Octagonal expressions.
12 x and y are has the same name in di↵erent scopes.
13 x and y are both global variables in P .
14 x or y is a global variable in P .
15 x or y is a field of a structure in P .
16 x and y represent sizes of some arrays in P .
17 x and y are temporary variables in P .
18 x or y is a local variable of a recursive function in P .
19 x or y is tested for the equality with ±1 in P .
20 x and y represent sizes of some global arrays in P .
21 x or y stores the result of a library call in P .
22 x and y are local variables of di↵erent functions sin P .
23 {x, y} consists of a local variable and the size of a local array in di↵erent functions in P .
24 {x, y} consists of a local variable and a temporary variable in di↵erent functions in P .
25 {x, y} consists of a global variable and the size of a local array in P .
26 {x, y} consists of a temporary variable and the size of a local array in P .
26 {x, y} consists of local and global variables not accessed by the same function in P .
28 x or y is a self-updating global variable in P .
29 x or y has a finite interval value.
30 x or y is the size of a constant string in P .

Table 1. Features for relations of two variables.

4.3 Strategy for Choosing a Cover of Variables

The last step is to define a strategy for choosing a cover of variables for a new
program P not seen during learning so far. Assume that a program P is given

of Type B, on the other hand, describes a slightly complex
usage pattern, and is expressed as a combination of atomic
features. Type B features have been designed by manually
observing typical usage patterns of variables in the bench-
mark programs. For instance, feature 34 was developed after
we observed the following usage pattern of variables:

int x; // local variable
if (x < 10)

... = malloc (x);

It says that x is a local variable, and gets compared with a
constant and passed as an argument to a function that does
memory allocation. Note that we included these Type B fea-
tures not because they are important for flow-sensitivity. We
included them to increase expressiveness, because our lin-
ear learning model with Type A features only cannot express
such usage patterns. Deciding whether they are important for
flow-sensitivity or not is the job of the learning algorithm.

6.2 Partially context-sensitive analysis

Another example of our approach is partially context-sensitive
analyses. Assume we are given a program P . Let Procs be
the set of procedures in P . The adaptation strategy of such an
analysis selects a subset Pr of procedures of P , and instructs
the analysis to treat only the ones in Pr context-sensitively:
calling contexts of each procedure in Pr are treated sep-
arately by the analysis. This style of implementing partial
context-sensitivity is intuitive and well-studied, so we omit
the details and just mention that our implementation used
one such analysis in [18] after minor modification. Note that
these partially context-sensitive analyses are instances of the
adaptive static analysis in Section 3; the set Procs corre-
sponds to JP , and Pr is what we call an abstraction in that
section.

For partial context-sensitivity, we used 38 features in Ta-
ble 3. Since our partially context-sensitive analysis adapts
by selecting a subset of procedures, our features are predi-
cates over procedures, i.e., ⇡k : Procs ! B. As in the flow-
sensitivity case, we used both atomic features (Type A) and
compound features (Type B), both describing properties of
procedures, e.g., whether a given procedure is a leaf in the
call graph.

6.3 Combination

The previous two analyses can be combined to an adap-
tive analysis that controls both flow-sensitivity and context-
sensitivity. The combined analysis adjusts the level of ab-
straction at abstract locations and procedures. This means
that its JJ set consists of abstract locations and procedures,
and its abstractions are just subsets of these locations and
procedures. The features of the combined analysis are ob-
tained similarly by putting together the features for our pre-
vious analyses. This combined abstractions and features en-
able our learning algorithm to find a more complex adapta-
tion strategy that considers both flow-sensitivity and context-

Type # Features
A 1 leaf function

2 function containing malloc
3 function containing realloc
4 function containing a loop
5 function containing an if statement
6 function containing a switch statement
7 function using a string-related library function
8 write to a global variable
9 read a global variable
10 write to a structure field
11 read from a structure field
12 directly return a constant expression
13 indirectly return a constant expression
14 directly return an allocated memory
15 indirectly return an allocated memory
16 directly return a reallocated memory
17 indirectly return a reallocated memory
18 return expression involves field access
19 return value depends on a structure field
20 return void
21 directly invoked with a constant
22 constant is passed to an argument
23 invoked with an unknown value
24 functions having no arguments
25 functions having one argument
26 functions having more than one argument
27 functions having an integer argument
28 functions having a pointer argument
29 functions having a structure as an argument

B 30 2 ^ (21 _ 22) ^ (14 _ 15)
31 2 ^ (21 _ 22) ^ ¬(14 _ 15)
32 2 ^ 23 ^ (14 _ 15)
33 2 ^ 23 ^ ¬(14 _ 15)
34 2 ^ (21 _ 22) ^ (16 _ 17)
35 2 ^ (21 _ 22) ^ ¬(16 _ 17)
36 2 ^ 23 ^ (16 _ 17)
37 2 ^ 23 ^ ¬(16 _ 17)
38 (21 _ 22) ^ ¬23

Table 3. Features for partially context-sensitive analysis.

sensitivity at the same time. This strategy helps the analy-
sis to use its increased flexibility efficiently. In Section 7.2,
we report our experience with experimenting the combined
analysis.

7. Experiments

Following our recipe in Section 6, we instantiated our
approach for partial flow-sensitivity and partial context-
sensitivity, and implemented these instantiations in Sparrow,
a buffer-overrun analysis for real-world C programs [19]. In
this section, we report the results of our experiments with
these implementations.

7.1 Partial flow-sensitivity

Setting We implemented a partial flow-sensitive analysis
in Section 6.1 by modifying a buffer-overrun analyser for C
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특징 자동 생성

• 핵심 아이디어: 특징을 나타내는 프로그램


• 왜 특정 분석 기술 (flow-sensitivity, relational analysis, etc) 이 먹히는가?


• 특징 프로그램 생성: 이미 존재하는 프로그램 축약기 이용
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*https://embed.cs.utah.edu/creduce

“FS works but FI fails”

C-Reduce* 

/* feature program */ 
a = 0; 
while(1) { 
  if (a < 3) 
    assert(a < 5); 
  a++; 
}
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• 그래프: 요약된 데이터 흐름을 표현
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⊆
?

Automatically Generating Features for Learning Program Analysis Heuristics 1:5

1 a = 0;

2 while (1) {

3 b = unknown();

4 if (a > b)

5 if (a < 3)

6 assert (a < 5);

7 a++;

8 }

1 a = 0;

2 while (1) {

3 if (a < 3)

4 assert (a < 5);

5 a++;

6 }

x := c x � c Q (x � c)

x := x + c

(a) Original program (b) Feature program (c) Abstract data-�ow graph (Feature)

Fig. 1. Example program and feature.

while the �ow-insensitive one does not, resulting in the program in Figure 1(b). Note that the
reduced program only contains the key reasons (i.e., loop and if (a < 3)) for why FS works. For
example, the command if (a > b) is removed because even without it, the �ow-sensitive analysis
proves the query. Running the reducer this way automatically removes these irrelevant parts of
the original program.

In experiments, we used C-Reduce (Regehr et al. 2012), which has been used for generating small
test cases that trigger compiler bugs. �e original program in Figure 1(a) is too simplistic and does
not fully re�ect the amount of slicing done by C-Reduce for real programs. In our experiments, we
found that C-Reduce is able to transform programs with >1KLOC to those with just 5–10 lines,
similar to the one in Figure 1(b).

Representing Feature Programs by Abstract Data-�ow Graphs. �e second idea is to represent the
feature programs by abstract data-�ow graphs. We build graphs that describe the data �ows of
the feature programs. �en, we abstract individual atomic commands in the graphs, for instance,
by replacing some constants and variables with the same �xed symbols c and x, respectively. �e
built graphs form the collection of features �.
For example, the feature program in Figure 1(b) is represented by the graph in Figure 1(c). �e

graph captures the data �ows of the feature program that in�uence the query. At the same time, the
graph generalizes the program by abstracting its atomic commands. All the variables are replaced
by the same symbol x, all integers by c, and all comparison operators by �, which in particular
makes the conditions a < 3 and a < 5 the same abstract condition x � c.
How much should we abstract commands of the feature program? �e answer depends on a

static analysis. If we abstract commands aggressively, this would introduce a strong inductive bias,
so that the algorithm for learning a classi�er might have hard time for �nding a good classi�er for
given codebases but would require fewer data for generalization. Otherwise, the opposite situation
would occur. Our technique considers multiple abstraction levels, and automatically picks one to a
given static analysis using the combination of searching and cross-validation (Section 5).

2.2.2 Matching Algorithm. By using the technique explained so far, we generate an abstract
data-�ow graph for each FS-provable but FI-unprovable query in given codebases. �ese graphs
form the set of features, � = {�1, . . . ,�k }.
�e match procedure takes a feature (i.e., abstract data-�ow graph) �i 2 �, a query q0, and a

program P0 containing q0. �en, it checks whether the slice of P0 that may a�ect q0 includes a
piece of code described by �i . Consider the query in the original program in Figure 1(a) and the
feature � in Figure 1(c). Checking whether the slice for the query includes the feature is done in
the following two steps.

We �rst represent the query in Figure 1(a) itself by an abstract data-�ow graph:

PACM Progr. Lang., Vol. 1, No. 1, Article 1. Publication date: January 2017.

Feature
1:6 Kwonsoo Chae, Hakjoo Oh, Kihong Heo, and Hongseok Yang

x := c x � c Q (x � c)

x := x + cx � xx := >

Note that the graph is similar to the one in Figure 1(c), but contains extra parts. For instance, it has
the node x � x and the edge from this node to x � c, both of which are absent in the feature. �e
unknown value, such as the return value of unknown(), is represented by >.

Next, we use a variant of graph inclusion to decide whether the query includes the feature. We
check whether every vertex of the feature is included in the graph of the query and whether every
arc of the feature is included in the transitive closure of the graph. �e answers to both questions are
yes. For instance, the path for the arc x:=x+c ! x�c in the feature is x:=x+c ! x�x ! x�c
in the graph of the query.

Note that we use a variant of graph inclusion where an arc of one graph is allowed to be realized
by a path of its including graph, not necessarily by an arc as in the usual de�nition. �is variation is
essential for our purpose. When we check a feature against a query, the feature is reduced but the
query is not. �us, even when the query here is the one from which the feature is generated, this
checking is likely to fail if we use the usual notion of graph inclusion (i.e.,G1 = (V1,E1) is included
in G2 = (V2,E2) i� V1 ✓ V2 and E1 ✓ E2). In theory, we could invoke a reducer on the query, but
this is not a viable option because reducing is just too expensive to perform every time we analyze
a program. Instead, we take a (less expensive) alternative based on the transitive closure of the
graph of the query.

3 SETTING
Parametric Static Analysis. We use the se�ing for parametric static analyses in (Liang et al. 2011).

Let P 2 P be a program to analyze. We assume that a set QP of queries (i.e., assertions) in P is
given together with the program. �e goal of the analysis is to prove as many queries as possible.
A static analysis is parameterized by a set of program components. We assume a set JP of program
components that represent parts of P . For instance, in our partially �ow-sensitive analysis, JP is
the set of program variables. �e parameter space is de�ned by (AP ,v) where AP is the binary
vector a 2 AP = B

JP = {0, 1}JP with the pointwise ordering. We sometimes regard a parameter
a 2 AP as a function from JP to B, or the set a = {j 2 JP | aj = 1}. In the la�er case, we write |a|
for the size of the set. We de�ne two constants in AP : 0 = �j 2 JP . 0 and 1 = �j 2 JP . 1, which
represent the most imprecise and precise abstractions, respectively. We omit the subscript P when
there is no confusion. A parametric static analysis is a function F : P ⇥A ! }(Q), which takes
a program to analyze and a parameter, and returns a set of queries proved by the analysis under
the given parameter. In static analysis of C programs, using a more re�ned parameter typically
improves the precision of the analysis but increases the cost.

Analysis Heuristic that Selects a Parameter. �e parameter of the analysis is selected by an analysis
heuristic H : P ! A. Given a program P , the analysis �rst applies the heuristic to P , and then
uses the resulting parameterH (P ) to analyze the program. �at is, it computes F (P ,H (P )). If the
heuristic is good, running the analysis with H (P ) would give results close to those of the most
precise abstraction (F (P , 1)), while the analysis cost is close to that of the least precise abstraction
(F (P , 0)). Previously, such a heuristic was designed manually (e.g., (Kastrinis and Smaragdakis 2013;
Oh et al. 2014; Zhang et al. 2013)), which requires a large amount of engineering e�orts of analysis
designers.

PACM Progr. Lang., Vol. 1, No. 1, Article 1. Publication date: January 2017.
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⊆
!

Automatically Generating Features for Learning Program Analysis Heuristics 1:5

1 a = 0;

2 while (1) {

3 b = unknown();

4 if (a > b)

5 if (a < 3)

6 assert (a < 5);

7 a++;

8 }

1 a = 0;

2 while (1) {

3 if (a < 3)

4 assert (a < 5);

5 a++;

6 }

x := c x � c Q (x � c)

x := x + c

(a) Original program (b) Feature program (c) Abstract data-�ow graph (Feature)

Fig. 1. Example program and feature.

while the �ow-insensitive one does not, resulting in the program in Figure 1(b). Note that the
reduced program only contains the key reasons (i.e., loop and if (a < 3)) for why FS works. For
example, the command if (a > b) is removed because even without it, the �ow-sensitive analysis
proves the query. Running the reducer this way automatically removes these irrelevant parts of
the original program.

In experiments, we used C-Reduce (Regehr et al. 2012), which has been used for generating small
test cases that trigger compiler bugs. �e original program in Figure 1(a) is too simplistic and does
not fully re�ect the amount of slicing done by C-Reduce for real programs. In our experiments, we
found that C-Reduce is able to transform programs with >1KLOC to those with just 5–10 lines,
similar to the one in Figure 1(b).

Representing Feature Programs by Abstract Data-�ow Graphs. �e second idea is to represent the
feature programs by abstract data-�ow graphs. We build graphs that describe the data �ows of
the feature programs. �en, we abstract individual atomic commands in the graphs, for instance,
by replacing some constants and variables with the same �xed symbols c and x, respectively. �e
built graphs form the collection of features �.
For example, the feature program in Figure 1(b) is represented by the graph in Figure 1(c). �e

graph captures the data �ows of the feature program that in�uence the query. At the same time, the
graph generalizes the program by abstracting its atomic commands. All the variables are replaced
by the same symbol x, all integers by c, and all comparison operators by �, which in particular
makes the conditions a < 3 and a < 5 the same abstract condition x � c.
How much should we abstract commands of the feature program? �e answer depends on a

static analysis. If we abstract commands aggressively, this would introduce a strong inductive bias,
so that the algorithm for learning a classi�er might have hard time for �nding a good classi�er for
given codebases but would require fewer data for generalization. Otherwise, the opposite situation
would occur. Our technique considers multiple abstraction levels, and automatically picks one to a
given static analysis using the combination of searching and cross-validation (Section 5).

2.2.2 Matching Algorithm. By using the technique explained so far, we generate an abstract
data-�ow graph for each FS-provable but FI-unprovable query in given codebases. �ese graphs
form the set of features, � = {�1, . . . ,�k }.
�e match procedure takes a feature (i.e., abstract data-�ow graph) �i 2 �, a query q0, and a

program P0 containing q0. �en, it checks whether the slice of P0 that may a�ect q0 includes a
piece of code described by �i . Consider the query in the original program in Figure 1(a) and the
feature � in Figure 1(c). Checking whether the slice for the query includes the feature is done in
the following two steps.

We �rst represent the query in Figure 1(a) itself by an abstract data-�ow graph:

PACM Progr. Lang., Vol. 1, No. 1, Article 1. Publication date: January 2017.

Feature
1:6 Kwonsoo Chae, Hakjoo Oh, Kihong Heo, and Hongseok Yang

x := c x � c Q (x � c)

x := x + cx � xx := >

Note that the graph is similar to the one in Figure 1(c), but contains extra parts. For instance, it has
the node x � x and the edge from this node to x � c, both of which are absent in the feature. �e
unknown value, such as the return value of unknown(), is represented by >.

Next, we use a variant of graph inclusion to decide whether the query includes the feature. We
check whether every vertex of the feature is included in the graph of the query and whether every
arc of the feature is included in the transitive closure of the graph. �e answers to both questions are
yes. For instance, the path for the arc x:=x+c ! x�c in the feature is x:=x+c ! x�x ! x�c
in the graph of the query.

Note that we use a variant of graph inclusion where an arc of one graph is allowed to be realized
by a path of its including graph, not necessarily by an arc as in the usual de�nition. �is variation is
essential for our purpose. When we check a feature against a query, the feature is reduced but the
query is not. �us, even when the query here is the one from which the feature is generated, this
checking is likely to fail if we use the usual notion of graph inclusion (i.e.,G1 = (V1,E1) is included
in G2 = (V2,E2) i� V1 ✓ V2 and E1 ✓ E2). In theory, we could invoke a reducer on the query, but
this is not a viable option because reducing is just too expensive to perform every time we analyze
a program. Instead, we take a (less expensive) alternative based on the transitive closure of the
graph of the query.

3 SETTING
Parametric Static Analysis. We use the se�ing for parametric static analyses in (Liang et al. 2011).

Let P 2 P be a program to analyze. We assume that a set QP of queries (i.e., assertions) in P is
given together with the program. �e goal of the analysis is to prove as many queries as possible.
A static analysis is parameterized by a set of program components. We assume a set JP of program
components that represent parts of P . For instance, in our partially �ow-sensitive analysis, JP is
the set of program variables. �e parameter space is de�ned by (AP ,v) where AP is the binary
vector a 2 AP = B

JP = {0, 1}JP with the pointwise ordering. We sometimes regard a parameter
a 2 AP as a function from JP to B, or the set a = {j 2 JP | aj = 1}. In the la�er case, we write |a|
for the size of the set. We de�ne two constants in AP : 0 = �j 2 JP . 0 and 1 = �j 2 JP . 1, which
represent the most imprecise and precise abstractions, respectively. We omit the subscript P when
there is no confusion. A parametric static analysis is a function F : P ⇥A ! }(Q), which takes
a program to analyze and a parameter, and returns a set of queries proved by the analysis under
the given parameter. In static analysis of C programs, using a more re�ned parameter typically
improves the precision of the analysis but increases the cost.

Analysis Heuristic that Selects a Parameter. �e parameter of the analysis is selected by an analysis
heuristic H : P ! A. Given a program P , the analysis �rst applies the heuristic to P , and then
uses the resulting parameterH (P ) to analyze the program. �at is, it computes F (P ,H (P )). If the
heuristic is good, running the analysis with H (P ) would give results close to those of the most
precise abstraction (F (P , 1)), while the analysis cost is close to that of the least precise abstraction
(F (P , 0)). Previously, such a heuristic was designed manually (e.g., (Kastrinis and Smaragdakis 2013;
Oh et al. 2014; Zhang et al. 2013)), which requires a large amount of engineering e�orts of analysis
designers.
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NodeF ✓ NodeI ^ EdgeF ✓ Edge⇤I
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Bingo: Interactive Alarm Ranking System 
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문제점
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반응형 오류 보고

…

Rank 1

83

… … …

Rank 522



/ 82

반응형 오류 보고

…

Rank 1
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Discover all 75 bugs 
after 103 iterations
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핵심 기술

인간-분석 상호 작용 + 베이지안 추론 (Bayesian inference)

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

분석 결과 확률 모델 
(e.g., Bayesian Network)

A B C ㄱC
T T 0.95 0.05
T F 0.94 0.06
F T 0.29 0.71
F F 0.01 0.99

B A ㄱA

T 0.52 0.48
F 0.01 0.99

B ㄱB

0.04 0.96

A

C

B

85

사용자
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Analysis Inputs: 
    Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).


Analysis Outputs:

    Parallel(p1, p2), Race(p1, p2)


Analysis Rules: 
    r1:    Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).

    r2:    Parallel(p1, p2) :- Parallel(p2, p1).

    r3:        Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

분석 예제: Datarace

86
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Analysis Inputs: 
    Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).


Analysis Outputs:

    Parallel(p1, p2), Race(p1, p2)


Analysis Rules: 
    r1:    Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).

    r2:    Parallel(p1, p2) :- Parallel(p2, p1).

    r3:        Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

분석 예제: Datarace
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Program point p2 is  
an immediate successor of p1

p1 and p2 may access  
the same memory location

p1 and p2 are not guarded by 
the same lock

pi is a program point
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Analysis Inputs: 
    Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).


Analysis Outputs:

    Parallel(p1, p2), Race(p1, p2)


Analysis Rules: 
    r1:    Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).

    r2:    Parallel(p1, p2) :- Parallel(p2, p1).

    r3:        Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

분석 예제: Datarace

88

Program point p1 and p2 can be 
executed in parallel

Race condition  
between p1 and p2
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Analysis Inputs: 
    Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).


Analysis Outputs:

    Parallel(p1, p2), Race(p1, p2)


Analysis Rules: 
    r1:    Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).

    r2:    Parallel(p1, p2) :- Parallel(p2, p1).

    r3:        Race(p1, p2) :- Parallel(p1, p2), Alias(p1, p2).

분석 예제: Datarace

89

Thread 1 Thread 2

… 
  x = y + 1; // L1 

…

… 
  z = y + 1; // L2 
  x = z + 1; // L3 

…
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분석 예제: Datarace
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Thread 1 Thread 2

… 
  x = y + 1; // L1 

…

… 
  z = y + 1; // L2 
  x = z + 1; // L3 

…

Derivation

P(1, 2)

P(1, 3)

N(2, 3) U(1, 3)
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분석 예제: Datarace
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Thread 1 Thread 2

… 
  x = y + 1; // L1 

…

… 
  z = y + 1; // L2 
  x = z + 1; // L3 

…

P(1, 2)

P(2, 1)

Derivation
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Analysis Inputs: 
    Next(p1, p2), Alias(p1, p2), Unguarded(p1, p2).


Analysis Outputs:

    Parallel(p1, p2), Race(p1, p2)


Analysis Rules: 
    r1:    Parallel(p1, p3) :- Parallel(p1, p2), Next(p2, p3), Unguarded(p1, p3).

    r2:    Parallel(p1, p2) :- Parallel(p2, p1).
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분석 예제: Datarace
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Thread 1 Thread 2

… 
  x = y + 1; // L1 

…

… 
  z = y + 1; // L2 
  x = z + 1; // L3 

…

Derivation

P(1, 3) A(1, 3)

R(1, 3)
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예제 프로그램

public class RequestHandler { 
private FtpRequest request; 

public FtpRequest getRequest() { 
return request; 
} 

public void close() { 
synchronized (this) { 
if (isClosed) return; 
isClosed = true; 
} 
controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null; 
} 
}

93

*Apache FTP Server

//L0 

//L1 
//L2 
//L3 

//L4 
//L5 
//L6 
//L7 

Analysis Rules: 
    r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

    r2:    P(p1, p2) :- P(p2, p1).

    r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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예제 프로그램

public class RequestHandler { 
private FtpRequest request; 

public FtpRequest getRequest() { 
return request; 
} 

public void close() { 
synchronized (this) { 
if (isClosed) return; 
isClosed = true; 
} 
controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null; 
} 
}

Datarace

94

Analysis Rules: 
    r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

    r2:    P(p1, p2) :- P(p2, p1).

    r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).

*Apache FTP Server

//L0 

//L1 
//L2 
//L3 

//L4 
//L5 
//L6 
//L7 
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예제 프로그램

public class RequestHandler { 
private FtpRequest request; 

public FtpRequest getRequest() { 
return request; 
} 

public void close() { 
synchronized (this) { 
if (isClosed) return; 
isClosed = true; 
} 
controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null; 
} 
}

*Apache FTP Server

False alarm

False alarm

95

Analysis Rules: 
    r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

    r2:    P(p1, p2) :- P(p2, p1).

    r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).

//L0 

//L1 
//L2 
//L3 

//L4 
//L5 
//L6 
//L7 
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정적 분석

Program

Analysis Rules

96

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7



/ 82

정적 분석

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7

Program Derivation Graph

97

Analysis Rules
1. 입력부터 시작

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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정적 분석

Program

98

Analysis Rules
2. 입력에 규칙을 적용

Derivation Graph

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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정적 분석

Program

99

Analysis Rules

Derivation Graph

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7

P(6, 4)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

3. 모든 중간결과에 다시 
규칙을 적용

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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정적 분석

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

Program

100

Analysis Rules

N(5, 6)

Derivation Graph

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

… 더이상 변화가 없을 때까지 
(i.e., fixpoint)

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).

정적 분석

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

Program

101

Analysis Rules

N(5, 6)

Derivation Graph

controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null;

//L4 
//L5 
//L6 
//L7

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

Q: 경보의 확률을 어떻게 구할 것인가?
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베이지안 네트워크

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

102

P(4,4) N(4,5) U(4,5) Pr(P(4,5) | …)

TRUE TRUE TRUE 0.95*

TRUE TRUE FALSE 0

…

FALSE FALSE FALSE 0

Logical Rule Probabilistic Rule

*computed by an offline learning

r1:    P(p1, p3) :- P(p1, p2), N(p2, p3), U(p1, p3).

r2:    P(p1, p2) :- P(p2, p1).

r3:    R(p1, p2) :- P(p1, p2), A(p1, p2).
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Marginal Inference

Pr(R(4,5)) =

103

R(4, 5)

P(4, 5)A(4, 5)

U(4, 5)N(4, 5)P(4, 4)
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Marginal Inference

Pr(R(4,5)) = Pr(R(4,5) | A(4,5), P(4,5))

                ⨉

               

              

104

R(4, 5)

P(4, 5)A(4, 5)

U(4, 5)N(4, 5)P(4, 4)
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Marginal Inference

Pr(R(4,5)) = Pr(R(4,5) | A(4,5), P(4,5))

                ⨉ Pr(A(4,5))

                ⨉


105

R(4, 5)

P(4, 5)A(4, 5)

U(4, 5)N(4, 5)P(4, 4)
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Marginal Inference

Pr(R(4,5)) = Pr(R(4,5) | A(4,5), P(4,5))

                ⨉ Pr(A(4,5))

                ⨉ Pr(P(4,5) | …)

                ⨉

106

R(4, 5)

P(4, 5)A(4, 5)

U(4, 5)N(4, 5)P(4, 4)
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Marginal Inference

Pr(R(4,5)) = Pr(R(4,5) | A(4,5), P(4,5))

                ⨉ Pr(A(4,5))

                ⨉ Pr(P(4,5) | …)

                ⨉ …

                = 0.398

107

R(4, 5)

P(4, 5)A(4, 5)

U(4, 5)N(4, 5)P(4, 4)

by an off-the-shelf marginal 
inference solver
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순위 기반 오류 보고서

Ranking Alarm Confidence

1 R(4, 5) 0.398

2 R(5, 5) 0.378

3 R(6, 7) 0.324

4 R(7, 7) 0.308

5 R(0, 7) 0.279

public class RequestHandler { 
private FtpRequest request; 

public FtpRequest getRequest() { 
return request; 
} 

public void close() { 
synchronized (this) { 
if (isClosed) return; 
isClosed = true; 
} 
controlSocket.close(); 
controlSocket = null; 
request.clear(); 
request = null; 
} 
}

//L0 

//L1 
//L2 
//L3 

//L4 
//L5 
//L6 
//L7 

 Q: What are the probabilities of the other alarms when R(4,5) is false?

108
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경보의 확률

109

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

N(5, 6)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)
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경보의 확률

110

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

N(5, 6)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)
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경보의 확률

111

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

N(5, 6)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

Pr(P(4,5) | ¬R(4,5)) 

= Pr(¬R(4,5) | P(4,5)) * 

   Pr(P(4,5)) / Pr(¬R(4,5))

= 0.03
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경보의 확률

112

Pr(P(4,5) | ¬R(4,5)) 

= Pr(¬R(4,5) | P(4,5)) * 

   Pr(P(4,5)) / Pr(¬R(4,5))

= 0.03

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

N(5, 6)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

By Bayes’s Rule: 
Pr(A|B) = Pr(B|A) * Pr(A) / Pr(B)
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경보의 확률

113

R(6, 7)

A(6, 7) P(6, 7)

N(6, 7)P(6, 6)U(6, 7)

P(6, 6)U(6, 6)

N(4, 5)P(6, 4)U(6, 5)

N(5, 6)

P(4, 6)R(4, 5)

P(4, 5)

U(4, 5)N(4, 5)P(4, 4)

U(4, 6)N(5, 6)A(4, 5)

Pr(R(6,7) | ¬R(4,5)) 

= Pr(R(6,7) | P(4,5)) * 

   Pr(P(4,5)) | ¬R(4,5))

= 0.03

Pr(P(4,5) | ¬R(4,5)) 

= Pr(¬R(4,5) | P(4,5)) * 

   Pr(P(4,5)) / Pr(¬R(4,5))

= 0.03

By Bayes’s Rule: 
Pr(A|B) = Pr(B|A) * Pr(A) / Pr(B)
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개선된 순위

Ranking Alarm Confidence

1 R(4, 5) 0.398

2 R(5, 5) 0.378

3 R(6, 7) 0.324

4 R(7, 7) 0.308

5 R(0, 7) 0.279
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개선된 순위

Ranking Alarm Confidence

1 R(0, 7) 0.279

2 R(5, 5) 0.035

3 R(6, 7) 0.030

4 R(7, 7) 0.028

5 R(4, 5) 0
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효과
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0%

25%

50%

75%

100%

he
dc ftp

web
lec

h
jsp

ider
av

ror
a

luin
dex

su
nfl

ow
xa

lan

ap
p-32

4

no
isy

-so
un

d

ap
p-ca

7

ap
p-kQ

m

tilt
-m

az
es

an
dor-

tra
il

gin
ge

r-m
as

ter

ap
p-01

8

Bug Bingo Total

152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

40—616KLOC JAVA Programs 
Datarace and Privacy leak analyses
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효과
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152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

# Alarms reported by 
the underlying analyzer 
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효과
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152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

Only a few of them are 
real bugs (12%)
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효과
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152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

90% of bugs by 
26% of inspection
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효과
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Bug Bingo-90% Bingo-100%
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152 522 30 257 978 940 958 1870 110 212 393 817 352 156 437 420

All bugs by  
37% of inspection
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Outline

121

Program 
Analyzer

Program

Adaptive 
Program Analysis

Interactive 
Program Analysis

Continuous 
Program Analysis
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- =

Drake: Continuous Alarm Masking System 
[PLDI’19]

Alarms of 
New Version

Alarms of 
Old Version

 Alarms Relevant 
to the Change
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일괄형 (batch-mode) 분석

Old 
Version

New 
Version

Analyzer

#include <stdio.h>

int main() {
int x = ⋯;
int *y = &x;
while (*y < 10) {

x++;
}

assert(x == *y);
}

Source 
code

Analysis
Results

Alarm Ranking
System

1. …
2. …
3. …

Ranked 
alarms

✔  …
✔  …
✘  …

Feedback

Analyzer

#include <stdio.h>

int main() {
int x = ⋯;
int *y = &x;
while (*y < 10) {

x++;
}

assert(x == *y);
}

Source 
code

Analysis
Results

Alarm Ranking
System

1. …
2. …
3. …

Ranked 
alarms

✔  …
✔  …
✘  …

Feedback

123
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연속적 (continuous) 분석

“We only display results for most analyses on changed lines by default; 
this keeps analysis results  relevant to the code review at hand”, - Google, 2015

“The vast majority of Infer’s impact to this point is attributable 

to continuous reasoning at diff time”, - Facebook, 2016

“… is the ability to analyze a changelist (a.k.a. a commit)  rather than the entire codebase. This functionality can help developers assess  
the quality and impact of a change …”, - Microsoft, 2016

“In order to realize the goal, verification must continue 
to work with low effort as developers change the code.  
… Neither of these approaches would work for Amazon 
as s2n is under continuous development.”, - Amazon, 2018

124
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목표

• 코드 변화와 관련이 있는 순으로 정렬해주는 오류 보고 시스템

: Alarms relevant to the change

: Alarms NOT relevant to the change

New VersionOld Version

+ =

Conventional 
Batch Mode Rank 1

Rank n

Drake

{ }
…
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예제

126

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
 4: y = opaque_dec(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Old Version

x and y can be any integers

Opaque, but “--” actually

Integer overflow alarms at 5 & 6
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예제
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 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
-4: y = opaque_dec(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Old Version New Version
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예제

128

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
-4: y = opaque_dec(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm(5) 
 6: y++;  // Ala

Old Version New Version

rm   

Q: How to emphasize the alarm at 6 
that is relevant to this change?



/ 82

핵심 기술

변화 감지 분석 결과 + 베이지안 추론 (Bayesian inference)

129

두 버전의 분석 결과 확률 모델 
(Bayesian Network)

A B C ㄱC
T T 0.95 0.05
T F 0.94 0.06
F T 0.29 0.71
F F 0.01 0.99

B A ㄱA

T 0.52 0.48
F 0.01 0.99

B ㄱB

0.04 0.96

A

C

B

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

코드 변화를 감지하는 분석 결과
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변화를 감지하는 분석 결과

130

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Path(2, 6)

Overflow(6)

Inc(6)

Path(2, 4) Edge(4, 6)

Edge(2, 4)

Input(2)Path(1, 5)

Overflow(5)

Inc(5)

Path(1, 3) Edge(3, 5)

Edge(1, 3)

Input(1)
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변화를 감지하는 분석 결과

131

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Path(2, 6)

Overflow(6)

Inc(6)

Path(2, 4) Edge(4, 6)

Edge(2, 4)

Input(2)Path(1, 5)

Overflow(5)

Inc(5)

Path(1, 3) Edge(3, 5)

Edge(1, 3)

Input(1)
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관련 점수

132

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Path(2, 6)

Overflow(6)

Inc(6)

Path(2, 4) Edge(4, 6)

Edge(2, 4)

Input(2)Path(1, 5)

Overflow(5)

Inc(5)

Path(1, 3) Edge(3, 5)

Edge(1, 3)

Input(1)

0.01

0.01

0.99

0.99
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관련 점수

133

 1: x = input(); 
 2: y = input(); 
 3: x = opaque_dec(x); 
+4: y = identity(y); 
 5: x++;  // Alarm 
 6: y++;  // Alarm

Path(2, 6)

Overflow(6)

Inc(6)

Path(2, 4) Edge(4, 6)

Edge(2, 4)

Input(2)Path(1, 5)

Overflow(5)

Inc(5)

Path(1, 3) Edge(3, 5)

Edge(1, 3)

Input(1)

0.01

0.01

0.99

0.99

0.009 0.97<
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효과
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13—112KLOC C Programs (old and new) 
3 bugs on average 

Buffer overrun and Integer overflow analyses
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효과
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563 개 경보 사이에 
모든 버그가 산재

최대 순위 94 위 이내에 
모든 버그 위치

상호 작용 30 회 이내에 
모든 버그 검출

일괄형 관련성 기반 순위 + 상호 작용 기반 순위

평균 3개 버그를 찾기 위한 드는 노력의 평균을 측정

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }

path(1,7)edge(7,2) edge(7,5)

path(1,2) path(1,5) edge(5,8)

path(1,8)edge(8,3) edge(8,6)

path(1,3) path(1,6)

edge(1,7)path(1,1)

f(){ 
v1 = new ...
v2 = id1(v1)
v3 = id2(v2)
assert(v3!=v1) q1
}
id1(v){ return v }

g(){ 
v4 = new ...
v5 = id1(v4)
v6 = id2(v5)
assert(v6!=v1) q2
}
id2(v){ return v }
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여러 응용

136

문제 상호작용 대상 오류 검출에 
드는 노력

분석 결과 진위 여부 개발자 44% 감소 [PLDI’18]

분석 결과 진위 여부 이전 버전 65% 감소 [PLDI’19]

분석 결과 진위 여부 동적 분석 35% 감소 [FSE’21]

… … … …

Pr(a | e)

오류 검출에 
드는 노력

22-33% 추가 감소

54% 추가 감소

20% 추가 감소

…

확률 모델 학습

[ICSE’22]
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확률 모델 학습

137

Ranking Alarm Confidence

1 LIne 6 0.93

2 Line 7 0.92

3 Line 8 0.91

…

Ranking Alarm Confidence

…

132 Line 7 0.41

133 Line 8 0.40

…
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잘못된 일반화 문제

138
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핵심 기술

• 프로그램 합성 + 베이지안 추론

139

Code Corpus
with Bug Labels

A1 ∧ A2 ∧ An ⇒ X
B1 ∧ B2 ∧ Bn ⇒ Y 
B1 ∧ B2 ∧ ¬Bn ⇒ Z 

Initial Rules

Bayesian
Alarm Ranker

Learned 
Bayesian Network

Analyzer

Learned
Rules

Ranked Alarms

1. … ✓
2. … ✗
3. … ✓

1. ….. 
2. ….. 
3. …..

Bayesian
Alarm Ranker

Labeled Alarms

Analyzer

ProgramLearning
Algorithm

A1 ∧ A2 ∧ An ⇒ X
B1 ∧ B2 ⇒ Y 

Initial
Bayesian
Network

Learning Inference
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확률 모델 학습

• 잘못된 일반화가 일어나는 지점을 찾아 그 지점의 구문적 특징을 포착

140

Pr(Path(x, y) | Edge(x, y)) = 0.99

Pr(Path(x, y) | Path(x, z), Edge(x, y), Loop(y)) = 0.99 x p

Pr(Path(x, y) | Path(x, z), Edge(x, y), !Loop(y)) = 0.99 

Pr(Alarm(y) | Path(x, y), Overflow(y)) = 0.99

Path(6, 8)

Alarm(8)

Edge(7, 8) Path(6, 7) Edge(7, 11)

Overflow(8) Path(6, 11)

Alarm(11)

Overflow(11)

Loop(7)

Cmd ::= Lv := e | Assume(e) | Call(e, e) | Loop(e)

Lv     ::= x | *E

E       ::= n | Lv | E + E | …
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정리

• PL 와 ML 의 결합 사례 1: ML 을 이용한 정적 분석 


• 흥미로운 요소: 논리만으로 해결이 어려운 문제를 확률로 해결


• 예: 요약 해석 (abstract interpretation) 이 다루지 않는 안전성 조절, 자원량 조절, 상호작용

141

“”프로그램 분석 개론 수업을 들었을 때, 프로그램 분석을 ML, AI로 확장시키는 아이디어가 재미있다고 느꼈습니다. 
더 일반적으로는 논리를 확률과 학습으로 확장시키는 과정이 흥미롭다고 생각합니다. {0, 1}의 세계에서 [0, 1]의 
세계로 나아간다면 무언가 멋진 결과가 나오지 않을까 생각해서요. 또, 프로그램 분석을 AI로 확장시킬 때 베이지안 
추론을 사용한다는 점이 재밌었습니다. 블랙박스인 딥러닝 보단 더 매력적으로 느껴지기 때문입니다.”” 

- 한 수강생으로부터


