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Infer

•Facebook�의�오픈소스�정적�분석기�

•개별�분석�(modular�analysis)�기반�

•산업�현장에서�쓸수�있을�정도로�빠르고�정확�

•대상:�memory/resource�leak,�null�dereference,�buffer-overrun�등
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정적�분석

• 자동으로�SW�의�동작을�미리�어림잡는�일반적인�방법�

• 목적에�따라�다양하게�요약
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도전�과제

• 성능의�세가지�축:�모두�달성하는�것은�불가능
soundness

scalability precision
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soundness

scalability precision

soundness

scalability precision

• 전통적인�분류,

무결성�검증용 오류�검출용

soundness

scalability precision

코드�최적화용



개별�분석�vs�전체�분석?�
��������(modular)��������(global)���



전체�분석�(global�analysis)

• 프로그램을�구조를�따라�전체를�한꺼번에�분석� 
(예,�Sparrow)
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전체�분석�(global�analysis)
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전체�분석�(global�analysis)
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전체�분석�(global�analysis)

• 프로그램을�구조를�따라�전체를�한꺼번에�분석� 
(예,�Sparrow)
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전체�분석�(global�analysis)

(일반적으로)�

• 장점:�문맥을�아는�상태로�분석�(파라미터,�전역변수�등)�=>�정확�

• 단점:�같은�부분을�여러번�분석�=>�느림
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개별�분석�(modular�analysis)

• 큰�프로그램의�각�부분(주로�함수)을�따로�분석�+�조합
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 14



개별�분석�(modular�analysis)

(일반적으로)�

• 장점:�각�함수를�한�번씩만�분석�=>�빠름�

• 단점:�문맥을�모름�=>�부정확�혹은�불안전

 15



개별�분석�(modular�analysis)

• 장점�극대화,�단점�최소화하는�핵심�기술:� 
������부분�분석�결과를�재사용�가능하도록�잘�가공�

• 전통적으로,�간단하거나�귀납적으로�잘�정의되는�성질�
분석�(tree,�list,�등)�

• 예)
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void�foo(void*�p){�
*p�=�0;�
}

void�bar(list*�p){�
while(!p)�
p�=�p->next;�

}

p 가 null 인경우 위험한 함수 p 가 올바른 list 인경우 잘 순환하는 함수



Inferbo

• 개별분석�+�인터벌�도메인�기반�버퍼오버런�분석기�

• 인터벌:�복잡,�귀납적�x�

• 도메인�디자인�원칙:�

• 재사용�가능한�인터벌�분석�결과�=>�Symbolic�bound�

• Facebook�내부�코드에서�발견된�버그�패턴에�집중�

• Infer�에�통합되어�Facebook�에서�사용�중

 17



반응
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예제
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char * malloc_wrapper(int n) { 
 return malloc(n); 
}

Memory: 
n |-> [s$0, s$1] 
ret |-> (offset: [0, 0], size: [s$0, s$1])



예제
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void set_i(int* arr, int index){ 
arr[index] = 0; 
}

Memory: 
arr |-> (offset: [s$4, s$5], size: [s$6, s$7]) 
index |-> [s$8, s$9] 
Safety Condition: 
[s$4 + s$8, s$5 + s$9] < [s$6, s$7]



예제
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char * maximum(int x) { 
 if (x < 9) return x; 
 else return 8 
}

Memory: 
  x |-> [s$10, s$11] 
ret |-> [min(8, s$10), 8]



예제
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void interprocedural() { 
char *arr = malloc_wrapper(9); 
int i; 
for (i = 0; i < 9; i+=1) { 
set_i(arr, i); // safe 
set_i(arr, i + 1); // alarm 
set_i(arr, maximum(i+1)); //safe 

 } 
}

Memory: 
arr |-> (offset: [0, 0], size: [9, 9])

Summary of malloc_wrapper: 
n |-> [s$0, s$1] 
ret |-> (offset: [0, 0], size: [s$0, s$1])



void interprocedural() { 
char *arr = malloc_wrapper(9); 
int i; 
for (i = 0; i < 9; i+=1) { 
set_i(arr, i); // safe 
set_i(arr, i + 1); // alarm 
set_i(arr, maximum(i+1)); //safe 

 } 
}

예제
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Memory: 
arr |-> (offset: [0, 0], size: [9, 9]) 
i |-> [0, 8] 
Safety Condition  
[0 + 0, 0 + 8] < [9, 9]

Summary of set_i: 
Memory: 
arr |-> (offset: [s$4, s$5], size: [s$6, s$7]) 
index |-> [s$8, s$9] 
Safety Condition: 
[s$4 + s$8, s$5 + s$9] < [s$6, s$7]



void interprocedural() { 
char *arr = malloc_wrapper(9); 
int i; 
for (i = 0; i < 9; i+=1) { 
set_i(arr, i); // safe 
set_i(arr, i + 1); // alarm 
set_i(arr, maximum(i+1)); //safe 

 } 
}

예제
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Memory: 
arr |-> (offset: [0, 0], size: [9, 9]) 
i |-> [1, 9] 
Safety Condition  
[0 + 1, 0 + 9] < [9, 9]

Summary of set_i: 
Memory: 
arr |-> (offset: [s$4, s$5], size: [s$6, s$7]) 
index |-> [s$8, s$9] 
Safety Condition: 
[s$4 + s$8, s$5 + s$9] < [s$6, s$7]



void interprocedural() { 
char *arr = malloc_wrapper(9); 
int i; 
for (i = 0; i < 9; i+=1) { 
set_i(arr, i); // safe 
set_i(arr, i + 1); // alarm 
set_i(arr, maximum(i+1)); //safe 

 } 
}

예제
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Memory: 
arr |-> (offset: [0, 0], size: [9, 9]) 
i |-> [1, 9]

Summary of maximum: 
Memory: 
x |-> [s$10, s$11] 
ret |-> [min(8, s$10), 8]



void interprocedural() { 
char *arr = malloc_wrapper(9); 
int i; 
for (i = 0; i < 9; i+=1) { 
set_i(arr, i); // safe 
set_i(arr, i + 1); // alarm 
set_i(arr, maximum(i+1)); //safe 

 } 
}

예제
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Memory: 
arr |-> (offset: [0, 0], size: [9, 9]) 
i |-> [1, 9] 
Safety Condition  
[0 + 1, 0 + 8] < [9, 9]

Summary of maximum: 
Memory: 
x |-> [s$10, s$11] 
ret |-> [min(8, s$10), 8]



실험�결과

• 오픈�소스�프로그램에�수동으로�버그�삽입후�테스트
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도메인
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Symbolic Interval Analysis

March 20, 2017

1 Language and Domains

Language

c ! x := e | x := alloc(e) | x := call(f, e)

e ! n | x | e[e]

Domains

ˆState = Node ! ˆMem

ˆMem = L̂oc ! ˆV al

ˆV al = Ẑ⇥ 2AllocSite⇥Ẑ⇥Ẑ

Ẑ = {[l, u] | l, u 2 Bound} [ {?}
Bound = SymLinear [ SymMinMax [ {�1,+1}

SymLinear = {c0 + ⌃cisi | ck 2 Z, si 2 Symbols}
SymMinMax = {min(c, s) | c 2 Z, s 2 Symbols} [ {max(c, s) | c 2 Z, s 2 Symbols}

2 Symbolic Interval Domain

Order

[l1, u1] v [l2, u2] i↵ l2 ̂ l1 ^ u1 ̂ u2

c0 + ⌃cisi ̂ d0 + ⌃disi i↵ c0  d0 ^ (8i � 1. ci = di)

min(c, s) ̂ min(d, s) i↵ c  d

max(c, s) ̂ max(c, s) i↵ c  d

min(c, s) ̂ d0 + d1s i↵ (c  d0 ^ d1 = 0) _ (d0 = 0 ^ d1 = 1)

c0 + c1s ̂ max(d, s) i↵ (c0  d ^ c1 = 0) _ (c0 = 0 ^ c1 = 1)

min(c, s1) ̂ max(d, s2) i↵ c  d _ s1 = s2

1
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Symbolic Interval Analysis

March 23, 2017

1 Language and Domains

Language

c ! x := e | x := alloc(e) | x := call(f, e)

e ! n | x | e[e]

Domains

ˆState = Node ! ˆMem

ˆMem = L̂oc ! ˆV al

ˆV al = Ẑ⇥ 2AllocSite⇥Ẑ⇥Ẑ

Ẑ = {[l, u] | l, u 2 Bound} [ {?}
Bound = SymLinear [ SymMinMax [ {�1,+1}

SymLinear = {c0 + ⌃cisi | ck 2 Z, si 2 Symbols}
SymMinMax = {min(c, s) | c 2 Z, s 2 Symbols} [ {max(c, s) | c 2 Z, s 2 Symbols}

2 Symbolic Interval Domain

Order

[l1, u1] v [l2, u2] i↵ l2 ̂ l1 ^ u1 ̂ u2

c0 + ⌃cisi ̂ d0 + ⌃disi i↵ c0  d0 ^ (8i � 1. ci = di)

min(c, s) ̂ min(d, s) i↵ c  d

max(c, s) ̂ max(c, s) i↵ c  d

min(c, s) ̂ d0 + d1s i↵ (c  d0 ^ d1 = 0) _ (d0 = 0 ^ d1 = 1)

c0 + c1s ̂ max(d, s) i↵ (c0  d ^ c1 = 0) _ (c0 = 0 ^ c1 = 1)

min(c, s1) ̂ max(d, s2) i↵ c  d _ s1 = s2

1

• Order
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Symbolic Interval Analysis

March 23, 2017

1 Language and Domains

Language

c ! x := e | x := alloc(e) | x := call(f, e)

e ! n | x | e[e]

Domains

ˆState = Node ! ˆMem

ˆMem = L̂oc ! ˆV al

ˆV al = Ẑ⇥ 2AllocSite⇥Ẑ⇥Ẑ

Ẑ = {[l, u] | l, u 2 Bound} [ {?}
Bound = SymLinear [ SymMinMax [ {�1,+1}

SymLinear = {c0 + ⌃cisi | ck 2 Z, si 2 Symbols}
SymMinMax = {min(c, s) | c 2 Z, s 2 Symbols} [ {max(c, s) | c 2 Z, s 2 Symbols}

2 Symbolic Interval Domain

Order

[l1, u1] v [l2, u2] i↵ l2 ̂ l1 ^ u1 ̂ u2

c0 + ⌃cisi ̂ d0 + ⌃disi i↵ c0  d0 ^ (8i � 1. ci = di)

min(c, s) ̂ min(d, s) i↵ c  d

max(c, s) ̂ max(c, s) i↵ c  d

min(c, s) ̂ d0 + d1s i↵ (c  d0 ^ d1 = 0) _ (d0 = 0 ^ d1 = 1)

c0 + c1s ̂ max(d, s) i↵ (c0  d ^ c1 = 0) _ (c0 = 0 ^ c1 = 1)

min(c, s1) ̂ max(d, s2) i↵ c  d _ s1 = s2

1

• Order
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Join

[l1, u1] t [l2, u2] = [min(l1, l2),max (u1, u2)]

min(x, y) =

8
>>>>>><

>>>>>>:

x if x ̂ y

y if y ̂ x

min(c, s) if x = c ^ y = s

min(c, s) if y = c ^ x = s

�1 o.w.

max (x, y) =

8
>>>>>><

>>>>>>:

x if y ̂ x

y if x ̂ y

max(c, s) if x = c ^ y = s

max(c, s) if y = c ^ x = s

+1 o.w.

Widening

[l1, u1]O[l2, u2] = [Ol(l1, l2),Ou(u1, u2)]

Ol(x, y) =

(
x if x ̂ y

�1 o.w.

Ou(x, y) =

(
x if y ̂ x

+1 o.w.

Plus/Minus

[l1, u1] + [l2, u2] = [l1 +̂l l2, u1 +̂u u2]

x +̂l y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = max(d, s)

c+ d if x = max(c, s) ^ y = d

�1 o.w.

x +̂u y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = min(d, s)

c+ d if x = min(c, s) ^ y = d

+1 o.w.

[l1, u1] � [l2, u2] = [l1 �̂l u2, u1 �̂u l2]

x �̂l y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = min(d, s)

c� d if x = max(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

�1 o.w.

2

• Join
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Join

[l1, u1] t [l2, u2] = [min(l1, l2),max (u1, u2)]

min(x, y) =

8
>>>>>><

>>>>>>:

x if x ̂ y

y if y ̂ x

min(c, s) if x = c ^ y = s

min(c, s) if y = c ^ x = s

�1 o.w.

max (x, y) =

8
>>>>>><

>>>>>>:

x if y ̂ x

y if x ̂ y

max(c, s) if x = c ^ y = s

max(c, s) if y = c ^ x = s

+1 o.w.

Widening

[l1, u1]O[l2, u2] = [Ol(l1, l2),Ou(u1, u2)]

Ol(x, y) =

(
x if x ̂ y

�1 o.w.

Ou(x, y) =

(
x if y ̂ x

+1 o.w.

Plus/Minus

[l1, u1] + [l2, u2] = [l1 +̂l l2, u1 +̂u u2]

x +̂l y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = max(d, s)

c+ d if x = max(c, s) ^ y = d

�1 o.w.

x +̂u y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = min(d, s)

c+ d if x = min(c, s) ^ y = d

+1 o.w.

[l1, u1] � [l2, u2] = [l1 �̂l u2, u1 �̂u l2]

x �̂l y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = min(d, s)

c� d if x = max(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

�1 o.w.

2
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Join

[l1, u1] t [l2, u2] = [min(l1, l2),max (u1, u2)]

min(x, y) =

8
>>>>>><

>>>>>>:

x if x ̂ y

y if y ̂ x

min(c, s) if x = c ^ y = s

min(c, s) if y = c ^ x = s

�1 o.w.

max (x, y) =

8
>>>>>><

>>>>>>:

x if y ̂ x

y if x ̂ y

max(c, s) if x = c ^ y = s

max(c, s) if y = c ^ x = s

+1 o.w.

Widening

[l1, u1]O[l2, u2] = [Ol(l1, l2),Ou(u1, u2)]

Ol(x, y) =

(
x if x ̂ y

�1 o.w.

Ou(x, y) =

(
x if y ̂ x

+1 o.w.

Plus/Minus

[l1, u1] + [l2, u2] = [l1 +̂l l2, u1 +̂u u2]

x +̂l y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = max(d, s)

c+ d if x = max(c, s) ^ y = d

�1 o.w.

x +̂u y =

8
>>><

>>>:

(c0 + d0) + ⌃(ci + di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c+ d if x = c ^ y = min(d, s)

c+ d if x = min(c, s) ^ y = d

+1 o.w.

[l1, u1] � [l2, u2] = [l1 �̂l u2, u1 �̂u l2]

x �̂l y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = min(d, s)

c� d if x = max(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

�1 o.w.

2
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x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! i < i |  ^ 

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3
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x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! i < i |  ^ 

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3
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x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! True |  ^ (i < i)

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3

• 정의

x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! True |  ^ (i < i)

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3

where

if =
G

i2RetValf

i

f =
^

hiidx ,isizei2BufAccessf

(iidx < isize) ^
^

g([l,u])2CallSitef

(�g[l, u]]).2

Substitution

(�[s1, s2]. hi,i)[l, u] = hi[l/s1][u/s2],[l/s1][u/s2]i

[l, u][b/s] = [[b/s]l , u[b/s]u]

l[b/s]l =

8
>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>:

�1 if l = �1
b if l = s

c0 + ⌃ci(si[b/s]) if l = c0 + ⌃cisi ^ b 2 SymLinear

�1 if l = min(c, s) ^ b = �1
min(c, c0) if l = min(c, s) ^ b = c0

min(c, s0) if l = min(c, s) ^ b = s0

min(min(c, c0), s0) if l = min(c, s) ^ b = min(c0, s0)

c if l = max(c, s) ^ b = �1
max (c, c0) if l = max(c, s) ^ b = c0

max(c, s0) if l = max(c, s) ^ b = s0

max(max (c, c0), s0) if l = max(c, s) ^ b = max(c0, s0)

�1 o.w.

u[b/s]u =

8
>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>:

+1 if u = +1
b if u = s

c0 + ⌃ci(si[b/s]) if u = c0 + ⌃cisi ^ b 2 SymLinear

+1 if u = max(c, s) ^ b = +1
max (c, c0) if u = max(c, s) ^ b = c0

max(c, s0) if u = max(c, s) ^ b = s0

max(max (c, c0), s0) if u = max(c, s) ^ b = max(c0, s0)

c if u = min(c, s) ^ b = +1
min(c, c0) if u = min(c, s) ^ b = c0

min(c, s0) if u = min(c, s) ^ b = s0

min(min(c, c0), s0) if u = min(c, s) ^ b = min(c0, s0)

+1 o.w.

4

• 예)�함수�f�의�서머리
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x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! True |  ^ (i < i)

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3

• 정의

• 예)�함수�f�의�서머리

x �̂u y =

8
>>>>>><

>>>>>>:

(c0 � d0) + ⌃(ci � di)si if x = c0 + ⌃cisi ^ y = d0 + ⌃disi
c� d if x = c ^ y = max(d, s)

c� d if x = min(c, s) ^ y = d

0 if x ̂ y ^ y ̂ x

+1 o.w.

Pruning

prune : Ẑ⇥ Ẑ ! Ẑ

prune([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l1, u2] if u1 = +1
[l1,min(c0, d0) + ⌃cisi] if u1 = c0 + ⌃cisi ^ u2 = d0 + ⌃disi

^ 8i � 1. ci = di
[l1,min(c, s)] if (u1 = c ^ u2 = s) _ (u1 = s ^ u2 = c)

[l1,min(min(c, d), s)] if (u1 = c ^ u2 = min(d, s))

_ (u1 = min(c, s) ^ u2 = d)

_ (u1 = min(c, s) ^ u2 = min(d, s))

[l1, u1] o.w.

prune�([l1, u1], [l2, u2]) =

8
>>>>>>>>>>>>><

>>>>>>>>>>>>>:

[l2, u1] if l1 = �1
[max (c0, d0) + ⌃cisi, u1] if l1 = c0 + ⌃cisi ^ l2 = d0 + ⌃disi

^ 8i � 1. ci = di
[max(c, s), u1] if (l1 = c ^ l2 = s) _ (l1 = s ^ l2 = c)

[max(max (c, d), s), u1] if (l1 = c ^ l2 = max(d, s))

_ (l1 = max(c, s) ^ l2 = d)

_ (l1 = max(c, s) ^ l2 = max(d, s))

[l1, u1] o.w.

prune<([l1, u1], [l2, u2]) = prune([l1, u1], [l2, u2] � [1, 1])

prune>([l1, u1], [l2, u2]) = prune�([l1, u1], [l2, u2] + [1, 1])

3 Summary

� ! �[s1, s2]. hi ,i
 ! True |  ^ (i < i)

where i 2 Ẑ.

Summarizing Summary of f :

�f = �[s1, s2].hif ,f i

3

where

if =
G

i2RetValf

i

f =
^

hiidx ,isizei2BufAccessf

(iidx < isize) ^
^

g([l,u])2CallSitef

(�g[l, u]]).2

Substitution

(�[s1, s2]. hi,i)[l, u] = hi[l/s1][u/s2],[l/s1][u/s2]i

[l, u][b/s] = [[b/s]l , u[b/s]u]

l[b/s]l =

8
>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>:

�1 if l = �1
b if l = s

c0 + ⌃ci(si[b/s]) if l = c0 + ⌃cisi ^ b 2 SymLinear

�1 if l = min(c, s) ^ b = �1
min(c, c0) if l = min(c, s) ^ b = c0

min(c, s0) if l = min(c, s) ^ b = s0

min(min(c, c0), s0) if l = min(c, s) ^ b = min(c0, s0)

c if l = max(c, s) ^ b = �1
max (c, c0) if l = max(c, s) ^ b = c0

max(c, s0) if l = max(c, s) ^ b = s0

max(max (c, c0), s0) if l = max(c, s) ^ b = max(c0, s0)

�1 o.w.

u[b/s]u =

8
>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>:

+1 if u = +1
b if u = s

c0 + ⌃ci(si[b/s]) if u = c0 + ⌃cisi ^ b 2 SymLinear

+1 if u = max(c, s) ^ b = +1
max (c, c0) if u = max(c, s) ^ b = c0

max(c, s0) if u = max(c, s) ^ b = s0

max(max (c, c0), s0) if u = max(c, s) ^ b = max(c0, s0)

c if u = min(c, s) ^ b = +1
min(c, c0) if u = min(c, s) ^ b = c0

min(c, s0) if u = min(c, s) ^ b = s0

min(min(c, c0), s0) if u = min(c, s) ^ b = min(c0, s0)

+1 o.w.

4

모든 리턴값 포섭

f 의 조건식 모든 callee 의 조건식

<리턴값, 조건식>



경험

• 잘�정리된�분석기�제작틀�

• multi-lingual�&�modular�analysis�framework�

• OCaml�프로그래밍의�미학:�가독성�+�성능�

• 전�세계와�함께�숨쉬는�즐거움�(공동�개발,�활발한�질답)
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결론

• 개별분석�+�인터벌�도메인�기반�버퍼오버런�분석기�

• 페이스북�내부�테스트를�통해�실용성�입증�

• 계획:�여러�언어로�만든�프로그램에�테스트/튜닝� 
(C++,�Java,�Obj-C,�etc)
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